FocynapcTBeHHOe 6i1opkeTHOe 061eobpasoBaTenibHOe yUpeXxaeHue
Camapckoi obnactu cpegHsisi 06LeobpasoBaTenbHas LWKona
UMeHu BeTepaHa Benukon OTeuecTBeHHOM BOMHbI TaHuyka U.A.
c.leoprueBka MyHUUMNanbHOro paoHa KnuxHenbckuin Camapckon obnactu

[=] 446416 Camapckas obnactb KuHenbckum panoH c. NleoprueBka yn. CneumnanuctoB a. 17
% Ten. 8(84663)2-72-72 (aupekTop) 8(84663)2-72-71 (yuntenbckasn) 8(84663)2-73-40 (6yxrantepus)
£ dhakc 8(263)2-72-72 e-mail: so_knl_georg_sch@samara.edu.ru (® https://georgschool.minobr63.ru
MHH 6350018608 KIM 635001001 OKIO 42528258 OI'PH 116350001261

INPHHATO COITACOBAHO YTBEPKJIAIO
Pewenunem Ha 3aCe/aHNH JAMPEKTOP LIKOJIbI
1e1arorH4eCcKoro coBera YNpPasIfIoOWMero cosera O.C. IHapurynnna
ITporokon Ne | or 29.08. 2025  Ilporokon Nelor 29.08.25 ITpuka3z Ne90-OJ1
®eanuyk H.C. ot 29.08.2025

HOJOXEHHUE
o 3amure uHpopmauuu B 'OY COI c. I'eoprueska

l. O01me moJ1oKeHus
1.1. Hacrosmee Ilonoxkenue paspaboraHo B pa3paboTaHo B cooTBeTcTBUM ¢ DepepanbHbIM

3akoHOM 0T 27.07.2006 Nel49-®3 (pen. ot 02.12.2019) «O6 wundopmaruu, HHGOPMALUOHHBIX
TEXHOJIOTHSX M O 3amuTe uHpopmanun», OeaepanbHbiM 3ak0oHOM OT 27.07.2006 Nel52-®3 (pex. ot
31.12.2017) «O mnepcoHanbHBIX AaHHBIX», [loctanoBnenueMm I[IpaButenbctBa PP or 01.11.2012
Nell119 «OO0 ytBepkaeHMM TpeOOBaHUM K 3aIIUTE MEPCOHAIBHBIX JAaHHBIX NPH HUX 00paboTKe B
WH(POPMALMOHHBIX CHUCTEMaxX IePCOHANBHBIX NaHHBIX», [Ipukazom [ocrexkomuccum Poccum oT
30.08.2002 Ne282 «CmenmanbHble TpeOOBaHHWS W PEKOMEHIAMH TI0 TEXHHYECKOW 3amuTe
KOH(HICHIIMATBHON HH(pOpMAMU» TOCYJapCTBEHHAs TeXHUUYecKas komuccus», [Ipukazom OCTOK
Poccun ot 18.02.2013 Ne21 (pen. ot 23.03.2017) «O6 yrBepxkaenuun CoctaBa MU COAEpKAHUSA
OpPTraHU3aIMOHHBIX U TEXHUYECKUX Mep MO 00ECTIeYeHHI0 0e30MacHOCTH TePCOHANBHBIX NTaHHBIX MPU
ux 00paboTke B MHOOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX TaHHBIX».

1.2. [TonmoxxeHne perynmmpyer MOJUTHKY YUpexXIeHHs 1o O0e30macHOCTH WH(GOPMAIMOHHBIX H
KOMMYHHUKAIIHOHHBIX PECYpCOB M TEXHOJOTHMM W OOMmMH MOpsIOK OOpalieHus ¢ JTOKYMEHTaMH,
COJIEpKALIUMH CITY>)KEOHYI0 HH(POPMALIHMIO OTPAHUYEHHOTO PACIIPOCTPAHEHHUS M YCTaHABJIUBALT:

- 00BEKTHI 3alUTHl HH(OPMALMU U CYOBEKThl JocTyna K MH(pOopMaluu HHGOPMAITMOHHBIX CUCTEM U

pecypcoB;



- OCHOBHBIE YrpO3bl MH(POpPMAIMOHHON Oe3omacHocTh (manee — uH(OpMammMoHHAs 0e30MacHOCTD)
I'BOY COUI c. I'eoprueska;

- OCHOBHBIE IMPUHITUIIBI TOCTPOCHMS cucTeMbl 3amuThl nHGopmaruu ' bOY COIII c. 'eoprueska;

- Mepbl, METONbl W cpeacTBa obecrnieueHus wuHpopmamnuonHas Oe3zonacHocth ['BOY COII c.
I'eoprueska.

1.3.  Hacrosmee Ilonoxenue pa3paboTaHo ¢ IETbI0 YCTAaHOBICHHS HAUJISKAIETO MOPSAAKa PadOTHI
U co3JaHue Oe30macHBIX YCJIOBHM i1 oOydaromuxcss U corpyanukoB ['bOY COII c. I'eoprueska
(manee — YupexaeHue), a TaKKe HMCKIIOUEHHUS BO3MOXKHOCTH IMPOHUKHOBEHUS MOCTOPOHHHX JIUIL,
BBIHOCA MaTEpUANIbHBIX LIEHHOCTEW, MHBIX HAPYILIEHUI OOIIECTBEHHOTO MOpsIIKa.

1.4.  annoe [lonoxenne pasmemaercs Ha odummansHoMm caiite ['bOY COII c. ['eoprueska B
nH(}OPMaLMOHHO-TEIIEKOMM YHUKAIIMOHHOH ceTu «IHTepHeT».

1. O0BEeKTDBI, MOAJIEKALIINE 3aIUTE

2.1. B VYupexnennn oOpabarbiBaeTcs WH(pOpManus, coaeprkamias CBEISCHHUS OTIPaHUYEHHOTO
pactipoctpanenus (ciayxeOHas uH(pOpMaIusl, IePCOHATbHBIC TaHHbBIE), U OTKPBIThIE CBEJICHUS. 3alIUTe
NOJJIeKAaT BCEe HMH(OPMAIMOHHBIE CHUCTEMBl YUpEXKIEHHUS, HE3aBUCUMO OT WX MECTOHAXOXKICHMUS,
YHUCISIINECS Ha OyXTaITepCKOM ydeTe Y UpexaCHHUS.

2.2.  OcHOBHEIE 00BEKTHI, OIJIEKAIINE 3AIUTE:

- uH(pOpMAIMOHHBIE CHUCTEMBI TNEpPCOHAIBHBIX HaHHBIX (mamee — WCII/IH), a Takxke OTKpbITas
(oOmenocrymHas) wHPOpMAaIHsa, HeoOXoauMas Uit padoThl YUpeKICHUs, HE3aBUCHUMO OT (DOPMBI U
BU/JIA €€ MPE/ICTaBICHHUS;

- Tipotiecckl 00paboTku nH(OpPMaLUK B UHHOPMALIMOHHBIX CHCTEMax YUpekaeHUs, THPOPMAIHOHHBIE
TEXHOJIOTHH, PErJIaMEeHTHI U MpoLeyphl cOopa, 00pabOTKH, XpaHEHUs U Nepeaadu HHPOopMaIuy;

- nH(opmanMoHHas UHPPACTPYKTypa, BKIOYAIOIIas cucTeMbl 00pabOTKM M aHalu3a MH(GOpMaluy,
TEXHUYECKHE U TPOTPaMMHBIE CpelCTBa €¢ 00pabOTKH, mepenayd W OTOOpakKeHHs, B TOM 4YHCIIe
KaHajabl HH(pOpPMAIMOHHOTO OOMEHa H TENEeKOMMYHHKAI[MH, CHCTEMbl M CpEICTBa 3allUThI
uHpOpMaIUH.

2.3. Oco0eHHOCTH 00BEKTOB, ITOUICIKAIINX 3AIINUTE:

- Oo0bEIUHEHWE B EIUWHYI0 CHCTeMYy OOJBIIOTO  KOJWYECTBA TEXHMYECKHX  CPEJICTB
00paboTKkK U mepeaayn nHpOpMaIHH;

- HE00XO0IUMOCTh O0eCTieueHUsI HETPEPHIBHOCTU (DYHKIIMOHUPOBAHUS Y UpEXKICHMUS,;

- BBICOKAsi ”HTEHCUBHOCTh MH(POPMAIIMOHHBIX TTOTOKOB;

- pa3HOOOpa3ue KaTeropuil Moyb30BaTeNei.

1. enn n 3axaun cucreMsbl o0ecnevyeHnss HHPOPMALMOHHOM 0e30MacHOCTH

3.1. CyObekThl jgocTyna K uHbopManud mpu obdecrnedyeHHuH HH(POPMAIMOHHOW 0€30MacHOCTH
YupexIeHUs SBISIIOTCSA:

- paboTHHMKM Y4UpexJeHHs, Yy4YacTBYIOUIME B HMH()OPMAIMOHHOM OOMEHE B COOTBETCTBHHM C
BO3JIO’KEHHBIMU Ha HUX JOKHOCTHBIMU OOSI3aHHOCTSIMU;

- (u3uyeckue INHILA, CBEJCHUS O KOTOPBIX HAKaIUIMBAIOTCS, XpaHsITca M 00pabaThiBaloTCS B



UH(POPMALIMOHHBIX CUCTeMax YupexkaeHus (B cooTBeTCTBHM co cT.14 denepanbHOro 3akoHa OT
27.07.2006 Nel152-®3 «O nepcoHalnbHBIX TaHHBIX;

- COTPYIHUKM BHEUIHMX OpraHU3ali, 3aHUMAIOIIMXCS DPa3pabOTKON, IMOCTABKOH, PEMOHTOM M
o0city>)xuBaHHeM 000py10BaHUs WIIM UHPOPMALIMOHHBIX CUCTEM.

3.2.  llepeuuncieHHBIM CyOBEKTaM JOCTYMA K HHHOpMAIIMH HEOOXOIUMO 00ECIICUUTh:

- CBOEBPEMEHHOCTb JIOCTyIa K HE00X0AUMOM UM HH(pOpManuu (ee T0CTYITHOCTD);

- JOCTOBEPHOCTbH (TIOJIHOTY, TOYHOCTb, aKTyalIbHOCTb, LIEJIOCTHOCTh ) MH(OpMaLuy;

- KOHQUIECHIIMATBHOCTh  (COXpaHEeHHe B TallHE) ONpeAelIeHHOM 4YacTH HHGOpMAaIUH,
3alIUTY OT HaBS3bIBAHUS JIOXKHOM (HEIOCTOBEPHOMN, HCKAKEHHOH ) MH(pOPMAaLIUH;

- BO3MOXKHOCTb ~ OCYIIECTBJICHMS KOHTPOJS M  YINPaBICHUS IpoleccaMu o0paboTku u
nepeaayr “HPOpPMaIHH;

- 3alIUTY UHPOPMALIUU OT HE3aKOHHOI'O PACIPOCTPAHEHUSL.

3.3.  llensto 3amuTel HHPOPMALIMKU, HA JOCTHKEHHE KOTOPOi HampasieHo Hacrosee [lonoxenue,
ABJIIETCS 3alUTa OT BO3MOYKHOIO HAHECEHUS CYOBEKTOM JO0CTyNa K MH(QOpMaIMU MaTepHalbHOTO,
(U31U4ecKoro, MOpaJbHOTO WJIM HHOIrO yiiep0a IOCPEACTBOM CIy4alHOIO WM IpeJHAaMEPEHHOIO
BO3CHUCTBUS Ha MH(OpMAIMIO, €e HOCUTENH, Ipolecchl 0OpaboTKU U mepenauyd. YKazaHHas 1elb
JIOCTUTaeTcs IOCPEACTBOM OOeCHeueHHsl M IOCTOSIHHOTO MOAJCpXKAaHUSA CIEIYIOLUIMX CBOWCTB
UHpOpMaLUK:

- JIOCTyMHOCTH HWH(pOpMAlMM JUIsI  aBTOPHU30BAaHHBIX CYOBEKTOB JocTyma (yCTOHYMBOTO
(YHKLMOHUPOBAHUS CHCTEMBI, IPU KOTOPOM aBTOPHU30BAaHHBIE CYOBEKTHl JIOCTyNa HMEIT
BO3MOYKHOCTb MOJTy4eHHsI He0OOXOUMOI HH(pOopMaLuN);

- LEJOCTHOCTM U ayTEHTUYHOCTH (TMOATBEPXKACHHWE aBTOPCTBA) HMHPOpMAIMH, XpaHUMOH U
oOpabaTrbpiBaeMOl B CUCTEMAX YUpPEKJEHUS U IepeaBacMol 10 KaHallaM CBSI3H;

- KOHQHIEHIMAJIBbHOCTH — COXpPAaHEHUs B TailHe ompeAeNeHHON 4YacTH HH(OpMaIuH, XpaHUMOH,
oOpabaTbiBaeMOll M TmepefaBaeMoil Mo KaHainaM CBs3U. HeoOXoauMmblil ypoBeHb JOCTYIHOCTH,
LEJIOCTHOCTH U KOH(UIEHIMAIBHOCTH HHGPOpMalMu 00eclednBaeTcss METOJaMH U CpeICTBaMU,
COOTBETCTBYIOIIMMHU MHOKECTBY 3HAUUMBIX YTPO3.

3.4.  OcHOBHBIE 32/1a41 CUCTEMbI o0ecredeHns HH(HOpMAIIMOHHON 6e30nmacHOCTH. [ TOCTHXKEHUS
OCHOBHOM IIeNd  3allMThl M oOecrneueHus yKa3aHHBIX CBOMCTB UWHpOpMaluMu  cUcTeMa
MH(pOpPMaLMOHHAs 0€30I1aCHOCTh JOJKHA 00€CIIeUnBaTh PEIICHHE CIIEIYIOIUX 3a1au:

- CBOEBPEMEHHOE BBISBICHHE, OLEHKAa W MPOrHO3MPOBAaHHE HCTOYHHUKOB YIrpo3 HH(GOpMalMOHHON
0€30MaCHOCTH, TMPUYUH M  YCIOBHH, CHOCOOCTBYIOIIMX HAHECEHUIO yiiepbda cyObeKkTam
UH(POPMALIMOHHBIX OTHOIICHUH, HAPYIIEHUIO HOPMAIbHOTO (PYHKIIMOHUPOBAHHS CUCTEM;

- CO37]aHie MeXaHU3Ma ONepPaTUBHOTO pearupoBaHus Ha yrpo3bl 0€30MacHOCTU WH(OPMAIIHUK;

- CO3JaHUE YCJIOBMM JUIsi MUHUMH3ALUU U JIOKAJIU3alUUd HAHOCHMOTO YyiepOa HenmpaBOMEPHBIMU
NeHCTBUAMU (DU3UUECKUX M IOPUAMYECKHX JIML, OCJIa0JieHue HETaTWBHOTO BIMSHHUS M JUKBUIALUS
HOCJIECTBUI HapyleHst 0€30MacHOCTH HH(pOpMaIH;

- 3alIUTY OT BMEIIATENbCTBA B Mpoliecc GyHKIIMOHUPOBAHUS CUCTEM Y UPEXKIEHUS MOCTOPOHHUX JIUI]



(moctynm Kk uWHGOPMAIMOHHBIM pecypcaM JOJDKHBI HMMETh TOJBKO 3aperMCTPUPOBAHHBIC B
YCTaHOBJIEHHOM HOPSIKE NI0JIb30BATENHN);

- pasrpaHMUYeHME JOCTYIa I0JIb30BaTeNell K HH(OPMALMOHHBIM, alllapaTHbIM, IPOIrPAMMHBIM U UHBIM
pecypcam - o0ecrieuyeHHe J0CTyNa TOJIBKO K TEM PecypcaM M BBIIIOJIHEHHs TOJbKO TE€X Onepauui ¢
HUMH, KOTOpBIE HEOOXOAWMBI KOHKPETHBIM IIOJB30BATENSAM JUIS BBIOJHEHHUS CBOUX CIYKEOHBIX
00s13aHHOCTEN;

- obecrieyeHue ayTeHTU(UKALMU IOJb30BATENEH, Yy4YacTBYIOIIMX B HH(OPMALMOHHOM OOMEHe
(moxaTBeprKACHUE MOAJUHHOCTH OTIIPABUTEINS U MOJIydaTelis HHPOPMAaLUK);

- 3aIIUTy OT HECAHKIMOHUPOBAHHON MOIM(PHKAINKA HCHOJIB3YEMBIX B CHUCTEMaxX IPOTPAMMHBIX
CPEICTB, a TaKXe 3alUTy CHUCTEM OT BHEAPEHUS HECAHKIMOHUPOBAHHBIX IPOTpPaMM, BKIOYAs
KOMIIbIOTEPHBIE BUPYCHI;

- 3aUTY HHGOPMALUK OT YTEUKH 10 TEXHUYECKUM KaHajaM Ipu ee 00paboTKe, XpaHEHUH U Ilepeiayue
10 KaHaJlaM CBSI3H.

3.5. OCHOBHBIC IyTH pEIICHHUS 33Jad CHUCTEMbl MH(POPMALMOHHOW 0€30macHOCTH YUpeKIICHHUS.
OcHoBHBIC 1EeTH oOecrieueHus] HHPOPMAIMOHHON OE30MaCHOCTH U PEIICHHE TEePEUNCIICHHBIX BBIIIE
3ajiay JIOCTUTAt0TCS:

- y4€TOM BCEX MOAJISKAIINX 3alUTe UHPOPMALMOHHBIX CUCTEM Y UpeXKIeHUS;

- y4€TOM JEHCTBUM TMepCcoHana, OCYIIECTBIISIIONIEIO OOCIYXHMBaHUE U  MOJU(DHUKAINIO
POTPAMMHBIX M TEXHUYECKUX CPENICTB KOPIIOPATUBHOW MH(POPMALIMOHHONW CUCTEMBL;

- MOJTHOTOH, pealbHOW BBIOJHUMOCTBIO M HENPOTUBOPEUYHMBOCTHIO TPEOOBAaHUI JIOKAJIBHBIX
HOPMATHBHBIX aKTOB YUpexX/IeHUs 110 BoIIpocam obecrieueHust HH(HOpMaIMOHHON 0€30MacHOCTH;

- IOATOTOBKOM JTIOJPKHOCTHBIX JINIL (paOOTHUKOB), OTBETCTBEHHBIX 3a OPraHU3aLUIO

Y OCYIIECTBJICHHE MPAKTHUECKUX MEPONPHUATHH 1O 00ecrieueHno HHPOPMaIIMOHHON 0€3011acCHOCTH;

- Ha/IeJICHHEM KaXXJ0ro paboTHHKA (T0JIb30BaTeNs) YUpeKIeHUs MHUHUMAIbHO HEOOXOAWMBIMU
JUIS BBIMIOJHEHUS UM CBOMX (DYHKIMOHAIBHBIX OOS3aHHOCTEH IOJHOMOYMSAMH IO JOCTYIy K
MH(OPMaLIMOHHBIM pecypcaM YUpeKIeHus;

- YEeTKUM 3HAHHMEM M CTPOTUM COOJIIOJIEHHMEM BCEMH MOJIb30BATEISIMU MH(POPMAIIMOHHBIX CHCTEM
VYupexxaenus TpeOOBaHUM JOKaIbHBIX HOPMATHUBHBIX aKTOB YUpEXJIEHHs MO BOMpocaM oOecredeHus
UH(POPMALIMOHHOM 0€30MacHOCTH;

- TIEepCOHAJIbHON OTBETCTBEHHOCTHIO 3a CBOM JEMCTBHS Ka)xJ0ro pabOTHHKA, B paMKax CBOUX
(GYHKIIMOHAIBHBIX 0053aHHOCTENW UMEIOLIETO TOCTY K HH(OPMALlMOHHBIM pecypcaM Y upe1eHus;

- HENpephIBHBIM  TOJJIEp)KaHUEM  HEOOXOJUMOIro  YpOBHS  3alIMIIEHHOCTH  DJIEMEHTOB
UH(POPMALIMOHHBIX CHCTEM Y UpexKJICHHS;

- TpUMEHEHHWEM IPOTPaMMHO-AMIAPATHRIX CPEJCTB 3aIlIUThl HH(DOpPMAu W HEMpPEPHIBHON
AIMUHUCTPATUBHON MOIJEPKKON UX UCIIOJIb30BAHMUS;

- 9(p(}eKTUBHBIM KOHTPOJIEM HaJ COOJIOJEHUEM MOJIb30BATEISIMU HH()OPMALIMOHHBIX PECYpCOB
VYupexxaenus TpedoBaHuil o odbecrnedyeHuto HHPOpMamoHHONW 6€30MaCHOCTH.

V. OcHoBHbIE YTP03bl HH(POPMALMOHHOMH 0€30MACHOCTH YUpesKIeHusl.



4.1.  CymecrtByer ABa BUa yrpo3 HUHPOPMALMOHHON 6€30IMacCHOCTH:

- HICKYCCTBEHHBIE — YTPO3bl, BBI3BAHHBIC 1EATEILHOCTHIO YEIIOBEKA;

- €CTECTBEHHbIE — YIPO3bl, BbI3BAaHHbIE BO3JCHCTBUAMU Ha MH(POPMALMOHHYIO CHCTEMY U €€
9JIEMEHTBl OOBEKTHBHBIX (U3NYECKUX MPOLECCOB TEXHOTCHHOI'O XapakTepa WIM CTUXHHHBIX
NPUPOJHBIX SBJICHUH, HE 3aBUCSIIUX OT YEJIOBEKA.

4.2. Haumbosee 3HAYMMBIMH yrpo3aMi WHPOPMALMOHHON O€30MacHOCTH YupexaeHus (crmocodamu
HaHeceHus yuiepOa cyobekTaM HHGOPMAITMOHHBIX OTHOIICHHH ) SIBJISIFOTCS:

- HapyleHue (YHKIMOHAIBHOCTH KOMIIOHEHTOB MH(OPMAIIMOHHBIX CHCTEM YUpEeXICHMUS,
OnmokupoBaHue HH(pOpPMAIMK, HApyIICHHE TEXHOJIOIMYECKUX IPOIECCOB, CPbIB CBOCBPEMEHHOIO
pelLIeHHs 3a1a4;

- HapyleHHe LeJOCTHOCTH (MCKaKeHUE, IOJMEHA, YHUUTOXKEHHUE) NH(OPMALIMOHHBIX PECYPCOB
Yupexaenus, a Takxke danbcudukanus (MmoaenKa) 10KyMeHTOB;

- HapylIeHHe KOH()UICHIIMANBHOCTH (pa3rialleHue, yTeuka) NepcoHalbHbIX JaHHBIX.

4.3.  OCHOBHBIE UCTOYHHUKH yYTPO3 HHPOPMALMOHHON O€30MaCHOCTH Y UpeKICHHUS:

- HernpeaHaMepeHHbie (omuOoYHbIe, Ciy4yaliHble, 0€3 3J0r0 yMbICiIa M KOPBICTHBIX IIEJIei)
HapyLICHHUs] YCTAHOBJIEHHBIX pErilaMeHTOB cOopa, oOpabOTKM M Iepenaud UHPOpPMAaLUHU, a TaKxKe
TpeOoBaHull Oe30MacHOCTH  MHGPOPMALMU M Jpyrue JAeHCTBUS IMoJb30BaTeraed HMH(OPMALMOHHBIX
cucteM YupexaeHus (B TOM uucie pa0OTHUKOB, OTBEYAOIIUX 3a OOCIyXHMBaHHE U
aJIMAHUCTPUPOBAHHE DIIEMEHTOB MH()OPMAIMOHHBIX CHUCTEM), PUBOJAIINE K HEMPOU3BOAUTEILHBIM
3aTpaTraM BpPEMEHH U PECypCOB, Pa3[VIALICHUIO CBEACHUN OrPaHUYEHHOI'O PACHpPOCTPaHEHUs, MoTepe
LIEHHOH MH(pOpMaIMK WIN HApYLIEHHUIO pab0TOCTIOCOOHOCTH 3JIEMEHTOB MH()OPMAIIMOHHBIX CUCTEM;

- MpeJHaMEpPEeHHBIE (B KOPBICTHBIX IEJSAX, MO MPHHYKACHUIO TPETBUMH JUIIAMH, CO 3JIBIM
YMBICIIOM ¥ T.I.) JIEHCTBHSA JIETaJlbHO JOMYIIEHHBIX K WH(OPMAIMOHHBIM pecypcaMm YUpeKACHUS
nojb3oBarenel (B TOM 4Mcie pabOTHUKOB, OTBEYAIOIIMX 3a OOCIY)KMBAaHHE U aJIMUHHCTPUPOBAHUE
3JIEMEHTOB HMH()OPMAIIMOHHBIX CHUCTEM), KOTOpbI€ NPUBOAAT K HENPOU3BOAMTENBHBIM 3aTpaTram
BPEMEHU U PECypCOB, Pa3TJalICHHIO CBEICHUI OrpaHMYEHHOTO PACIpPOCTPAHEHHWs, TOTEpe LEHHON
uH(pOpMallMl WM HapyLIEHHIO pabOTOCIOCOOHOCTH 3JEMEHTOB HH(MOPMAIIMOHHBIX CHCTEM
Yupexnenus;

- yJIaJIeHHOE HECaHKIIMOHUPOBAHHOE BMEIIATENBCTBO MOCTOPOHHMX JIMII M3 BHEIIHUX ceTei
obmiero HazHavyeHWs1 (Tpekae Bcero depe3 ceTh VHTepHeT), uepe3 JierajgbHble U
HECAaHKIIMOHUPOBAHHBIC KaHAJBI MOJIKIIOYCHUSI K TAKUM CETSM, UCIOJB3ysl HEJOCTAaTKH MPOTOKOJIOB
oOMeHa, Cpe/ICTB 3allUThI U Pa3rPaHUYEHUs YAAJICHHOTO JIOCTYyIa K HHPOPMALMOHHBIM pecypcam;

- OLIMOKH, JTOMYIEHHbIE IPU pa3pabOTKe 3JEeMEHTOB MH()OPMAITMOHHBIX CUCTEM Y UPEKICHUS
¥ UX CHUCTEM 3alllUThl, ONMOKHA B MPOTPaMMHOM OOECIIEYeHHH, OTKa3bl U COOM TEXHHUYECKHX CPEJICTB
(B TOM UHCII€ CPEeICTB 3aUTHI HH(OPMALIUN);

- TeXHUYECKHe cOOU 2JIEMEHTOB MH(POPMAIIMOHHBIX CHCTEM.

4.4. Ilytu peanuzanuu yrpo3 MH(GOpMaIMOHHON 0€30IacHOCTH Y UpeKIeHuUsI.

441 Tlytm peanu3aniud  HENPEIHAMEPEHHBIX  HCKYCCTBEHHBIX  Yrpo3  HMH(OpPMaIMOHHOMN



6e3omacHoCTH YupexaeHus. PaboTHUKHN YupekIeHus, SBISIONMEecsS aBTOPU30BAHHBIMU CyObEeKTaMu
J0CTyna WH(POPMALMOHHBIX CHUCTEM, a TaKXe PaOOTHHUKH, OOCITYXHBAIOIIHWE OTAEIbHBIC 3JIEMEHTHI
UH(QOPMALIMOHHBIX CUCTEM, SBISIOTCS BHYTPEHHHMH HCTOYHMKAMHU CIY4YalHBIX BO3JCHCTBUI.
OcCHOBHBIE TIyTHM peajJu3allid HENpPEeJHAMEPEHHBIX HMCKYCCTBEHHBIX (CyOBEKTHBHBIX) YIpo3
UHPOPMALIMOHHON Oe30macHOCTH  YupexkaeHus: (IeHCTBHS, COBEpIIAEMbIe JIIOJBMHU CIy4ailHO, 1O
HE3HAHMIO, HEBHUMATEIIbHOCTH HJTH XAJIATHOCTH, U3 JIIOOOMBITCTBA, HO 0€3 37I0r0 YMBICHA):

- HEOCTOPOKHbIE JIEUCTBHS, IPUBOASIIINE K YACTUYHOMY WM TIOJIHOMY HapyLIEHUIO
(GYHKLINOHATIBHOCTH JIEMEHTOB MH(POPMALIMOHHBIX CUCTEM Y UPEIKICHHUS;

- HEOCTOpPOXKHBIE JEWUCTBUS, MPUBOJISIINE Kpa3rJalleHuIo HHPOpMaud  OrpaHUYEHHOTO
pacrpoCTpaHeHHS WIH AeTaroIue ee 00ImIeq0CTYITHOM;

- pasriamieHue, Iepefada WIM yTpara aTpuOyTOB pasrpaHuWdeHus JAocTyna (Kiroudei
(JTorWHOB), TAPOJIEH, KJIOYEBBIX HOCUTENCH | T. 11.);

- ITHOPUPOBaHKE YCTAaHOBJIEHHBIX MPaBWJI pU paboTe ¢ MHPOPMALIMOHHBIMU PECYPCAMU;

- MIPOEKTUPOBAHUE AJITOPUTMOB 00pAaOOTKH JaHHBIX, pa3padOTKa MPOrpaMMHOT0 00ecredeHus ¢
BO3MOYXHOCTSIMH, TIPEICTABIISIONIIMH ONACHOCTH ISl (QYHKIIMOHUPOBAHUS HH()OPMAIIMOHHBIX CHCTEM
U MH()OpMaAIIMOHHON 06€30IacCHOCTH Y UpexKACHUS;

- nepechlika HMHGOpMAlMM IO OIIMOOYHOMY 3JIEKTPOHHOMY ajpecy (YCTpoilcTBa); BBOJ
OIIMOOYHBIX JTAHHBIX;

- HEOCTOPOXKHas [opya HOCUTENIeH HHPOpPMaLIUY;

- HEOCTOPOXKHOE MOBPEXK/ICHHE KaHAJIOB CBA3U;

- HEMpaBOMEPHOE  OTKIIOYEHHWE OOOpYyJOBaHUS WM  H3MEHEHHE PEXKUMOB  pabOThI
AIIEMEHTOB HH(OPMAIIMOHHBIX CHCTEM;

- 3apa)keHHe KOMIIBIOTEPOB BUPYCaMH;

- HECAHKIIMOHUPOBAHHBIN 3alyCK TEXHOJOIMYECKUX IMPOrpaMM, CIIOCOOHBIX BBI3BATh MOTEPIO
paboTOCIIOCOOHOCTH 3JIEMEHTOB MH()OPMAIIMOHHBIX CHUCTEM MJIM OCYILECTBIIAIOLIMX HEoOpaTHMble B
HUX M3MEHEeHMs ((hopMaTHpOBaHME WM PECTPYKTypU3alMIO HocuTened HHpopMmaluu, yaaleHue
JTAaHHBIX);

- HEKOMIIETEHTHOE HCII0JIb30BAHKE, HACTPOMKA UM HEITPAaBOMEPHOE OTKJIFOUEHUE CPEZCTB 3aLUTHI.
44.1. [lytu  peanmzanuu  TNpelHAMEPEHHBIX  HCKYCCTBEHHBIX  (CYOBEKTHBHBIX)  YIrpo3
MH(pOPMaLlMOHHON O€30M1aCHOCTH.

OcHOBHBIE BO3MOXKHBIE IyTH YMBIIIJICHHOW J€30praHu3aluu  paboThl, BbIBOJA 3JIEMEHTOB
UHPOPMALIMOHHBIX CHCTEM U3 CTpOsi, HECAaHKIMOHUPOBAHHOTO JocTyna K wuHpopmamun (c
KOPBICTHBIMU LIEJISIMM, IO IPUHYXACHUIO, U3 JKEITaHUSI OTOMCTHUTH):

-  yYMBbIIUICHHBbIE  JEHCTBHS, MNPUBOASAIIME K UYAaCTUYHOMY MIM  TOJHOMY  HAapyLIEHUIO
(GYHKIIMOHAJIBHOCTHU 3JIEMEHTOB UH(POPMALIMOHHBIX CUCTEM Y UpEXKICHUS;

- JeicTBUsA TO Je30praHu3aiuu  (QyHKIHMOHHUPOBAHHS HWH(POPMALMOHHBIX CHCTEM YUpexIeHus,
XMIIEHHE DHIIEKTPOHHBIX JOKYMEHTOB M HOcUTeNnedl uH(popMaluy; HECaHKIHOHUPOBAHHOE

KOMUPOBaHHUE 3JIEKTPOHHBIX JOKYMEHTOB U HOCHUTENEH HHpOpMaInH;



- YMBIIUICHHOE HCKaXeHHE NH(POPMAIIUK, BBOJI HEBEPHBIX JAHHBIX;

- OTKJIIOYEHHE WM BBIBOJ M3 CTPOS MOJCHCTEM oOecreyeHus (QYHKIIMOHUPOBAHHS SJIEMEHTOB
MH(POPMALIMOHHBIX CHCTEM (2JIEKTPONUTAHMS, OXJIAXKAECHUS M BEHTWIALMHU, JIMHUM M anmapaTypbl
CBSI3H);

- IEpEXBAT JAHHBIX, IEPEJABAEMbIX I10 KaHaJIaM CBSI3U U UX aHAJIM3;

- HE3aKOHHOE TONyYeHHE aTpuOyTOB pasrpaHHueHHs] JocTymna (UCHONb3ysd  XaJlaTHOCTb
H0JIb30BaTENeH, MyTeM OJAEIIKH, 10A00pa Maposis);

- HECAaHKLMOHUPOBAHHBI JOCTYH K pecypcaM HH()OPMAIMOHHBIX CHCTEM C pabouux CTaHLUH
ABTOPH30BAHHBIX CYOBEKTOB AOCTYIIA,;

- XMILEHUE WIIN BCKPBITHE MIM(PPOB KPUNTO3AMUTH HH(POpManny;

- BHE/IPEHME alllapaTHbIX U IPOrPaMMHBIX 3aKJIa/I0K C LEJIbI0 CKPBITHO OCYILECTBIIATh AOCTYI K
UHPOPMALIMOHHBIM ~ pecypcaM  WIM  Je30praHu3auud  (YHKIHOHMPOBAHUS  DIJIEMEHTOB
MH(POPMALIMOHHBIX CHCTEM Y UpexKJICHHS;

- HE3aKOHHOE HCIOJb30BAHME DJIEMEHTOB WH(GOPMAIMOHHBIX CHCTEM, HapylIaloliee MpaBa TPETHUX
JIAL;

- NPUMEHEHHUE MOACTYIINBAOUMX YCTPOHCTB, (OTO M BUIEO ChEMKaA Ul HECAHKI[MOHUPOBAHHOTO
cbeMa MH(OopMaIum.

4.5.  Ilytu peamu3anuu OCHOBHBIX €CTECTBEHHBIX yrpo3 HH()OPMAIIMOHHOM OS30MTaCHOCTH:

- BBIXOJ U3 CTPOsi 00OpyHOBaHHS HH()OPMAIIMOHHBIX CHUCTEM W OOOpYIOBaHUS OOECIIEYCHHUS €ro
(YHKIIMOHUPOBAHMUS;

- BBIXOJ] U3 CTPOSl WJIK HEBO3MOKHOCTb HCIIOJIb30BAaHUs JIMHUMN CBSI3U;

- I0’Kaphl U CTUXUITHBIE OEJCTBUS.

4.6. Mogens BO3MOKHBIX HAPYIITHTEIICH.

4.6.1. Tumsl HapymMTENeH:

C y4eToM KaTeropuu Juil, MOTUBAIH, KBATU(UKALIUH, HATMYUS CIIELUAIBHBIX CPE/ICTB:
HexkoMnereHTHBIN (HEBHUMATEIbHBIN) MOIb30BaTENb — paOOTHUK YupexaeHus (WM noapa3aeaeHus
BHEIIHEW opraHu3aliy, 3aHUMaroeiicss o0cayKuBaHuEeM HH()OPMAIIMOHHBIX CUCTEM YUpEKIEHUs),
IPEIIPUHUMAIOIINAN TIONBITKM BBIMOJHEHUS 3allPEIEHHBIX JEHCTBUM, AOCTYNa K 3allUIacMbIM
pecypcaM HMH(OPMALMOHHBIX CHCTEM C TMPEBBIIICHHEM CBOUX IOJTHOMOYMH, BBOJA HEKOPPEKTHBIX
JTAHHBIX, HApyLIEHUS MpaBWJ M perjiiaMeHTOB paboThl ¢ uHpoOpMalueH, AEWCTBYysS MO OLIMOKe,
HEKOMIIETEHTHOCTH WJIM XaJlaTHOCTU 0€3 yMbICIAa M HCIOJIb3YIOIUNA MpPH 3TOM TOJBKO INTAaTHBIE
CPEJICTBA;

JIrobutenb — pabOTHUK YupexaeHus (WIu MoJpa3JesieHus] BHEIIHEH opraHu3aluy, 3aHUMaroleics
oOciyXuBaHUEM WH(GOPMALMOHHBIX CHUCTEM YUpPEXKICHHs), TMbITAIOMIUNACA HAPYLIIUTh CHUCTEMY
3alIUThI 0€3 KOPBICTHBIX LI€JIeH, YMBICIIA WIH JIJIsl CAMOYTBEPIKICHUS.

ITpu 3TOM HMCIIONB3YIOTCSA Pa3IMYHbIE METOABI MOJIYUYEHHS JONOJHUTENBHBIX OJHOMOYMM ToCTyna K
pecypcaM, HEAOCTaTKM B IOCTPOEHUM CHCTEMBl 3allUTBl M JIOCTYIIHBIE €My LITATHBIE CPENCTBA

(HCC&HKHI/IOHI/IPOBaHHBIe ,Z[CP'ICTBPISI MMOCPEACTBOM ITPEBBIIMICHUA CBOUX IMOJTHOMOYMH Ha MCIIOJIF30BaHUE



pa3pellIeHHBIX CPEJICTB), HEIUTAaTHbIE WHCTPYMEHTAJIBHBIE M TEXHOJOTMYECKHE IPOrpaMMHbBIE
CpEACTBa, CAMOCTOSITENIBHO pa3pabOTaHHbIE MPOrpaMMbl MM CTAaHAAPTHBIE JOMOJHUTEIbHBIC
TEXHUYECKHUE cpelcTBA. BHyTpeHHUH (BHEIIHUWil) 370yMBIIUIEHHUK - aBTOPU30BaHHBIN CyOBEKT
JocTyna (IIOCTOPOHHEE JIMLO) JeHCTBYIONUI 1IeJIeHalIPaBICHHO (B TOM YHUCIIE B CTOBOPE C JIMLIAaMU, HE
SBIISIOMIMMUCS paboTHUKaMU YupexnaeHus). IIpu 3ToM HCTONB3YIOTCSI METOIBl M CPEACTBA B3JIOMA
CUCTEMBI 3aIllMThI, BKJIIOYAs areHTYpHbIE METOJbl, NACCUBHBIE CpEACTBA (TEXHUYECKUE CPEACTBA
nepexBara), METOJbl M CpEeACTBAa AKTUBHOIO BO3JAEHCTBHs (MOAM(UKALUS TEXHUYECKUX CPE/CTB,
NOJKJIIOUEHUE K KaHaJlaM IIepelayd JAHHBIX, BHEAPEHHUE IPOrPAaMMHBIX 3aKJIaJJOK U HCIOJIb30BaHUE
CHELMATBHBIX HMHCTPYMEHTAIBHBIX M TEXHOJOTMYECKHX NPOrpaMM), a Takke KOMOWHAIuu
BO3JICUCTBUH, KaK U3HYTPU, TaK U U3BHE Y UPEKICHUS.

4.6.2. BHyTpeHHUE HApYIIUTEIIH:

BHyTpeHHUM HapymMTeaeM MOXKET OBITh JIMIO U3 CIEAYIOIINUX KaTeropuii paOOTHUKOB YUpeXICHUS:

- 3aperuCTPUpPOBAHHbBIC II0JI30BATENIM M IEPCOHAN, OOCIYXHMBAIOIIMN TEXHUYECKUE CpEeICTBa
MH(OPMALIMOHHBIX CUCTEM Y UpEKICHUS;

- paOOTHUKH, B TOM YHUCIIE PyKOBOJUTEINH, HE SBISIOMINECS 3aPETHCTPHUPOBAHHBIMU MOJIB30BATEISIMUA U
HE JONYIIEHHblE K MH(POPMALMOHHBIM pecypcaM YUpeXJeHHs, HO HUMEIIue AOCTYI B 3/1aHUS U
IIOMEUICHHUS;

- pabOTHUKH, B TOM YHCIIE PYKOBOAWTENH, 3a/€HCTBOBAHHBIE B DPa3pabOTKE M COMPOBOKICHUU
IPOrPaMMHOTO O0ECTICUCHUSI.

4.6.3. BueuiHue HapyIIUTEIH:

BHemHuM HapymuTeneM MOXXeT OBbITh JIMIO U3 CIIEAYIOIINUX KaTeropHii:

- pabOTHUKHU YUpeKIeHUs, C KOTOPBIMU IIPEKpalieH (pacTOprHyT) TPYI0BOH JOTOBOD;

- MPEJCTaBUTEIN BHEIIHUX OpTaHM3allMd, 3aHUMAIONIMXCS pa3pabOTKOM, MOCTABKOH, PEMOHTOM H
00CITy’)KUBaHHEM JIEMEHTOB HH(POPMALIMOHHBIX CUCTEM;

- WIEHBI IPECTYIHBIX OPraHNU3alUK WIH JIMLA, JEUCTBYIOIINE 10 UX 3a/1aHUIO;

- TUIa, CIy4ailHO WM YMBIIIJIEHHO IPOHUKIIUE B JIOKATbHYIO BHIYUCIUTENBHYIO CETh Y UPEKICHUS U3
BHEITHUX TEJIEKOMMYHHUKAIIMOHHBIX CETeH (XaKkepsbl);

- aAMMHHMCTPATOPBl aBTOMAaTU3UPOBAHHBIX CUCTEM Y UPEXKACHUS, UMEIOIINE HEOTPAaHUYEHHBIN TOCTYIl
K UHPOPMALMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPATUBHOW HH(POPMAIMOHHOW CHCTEMBI.
AIMUHUCTPATOpPbl ABTOMAaTU3WPOBAHHBIX CHCTEM MOTYT OTHOCHTbCS KaK K BHEIIHHUM, TaKk U K
BHYTPEHHUM HapyLIUTEISIM.

4.7. VYTeuka wuHOpManMM 1O TEXHUYECKHMM KaHaiaMm. Ilpu mnpoBeneHHMH MEpONPHUATHHA H
IKCIUTyaTalluM TEXHUUYECKUX CPEJCTB YCTAHABIMBAIOTCS CIEAYIOIINE KaHAJIbl YTEUKH WIA HapyIIEHUs
LEJIOCTHOCTH MH(POpPMAIH, HapyIIeHHUs] paO0TOCTIOCOOHOCTH TEXHUUECKUX CPEICTB:

- MOOOYHBIE 3JIEKTPOMArHUTHbIE H3IYYeHUs] HH(POPMATHUBHOTO CHTHala OT TEXHMYECKUX CPEICTB
VYupexxaeHus u JIMHUM nepeaayu nHGopmaium;

- HaBOJKM HMH(OPMAaTHUBHOIO CHUTHajla, 0OOpaldaThIBAEMOr0 TEXHMYECKUMH  CpPEICTBAMHU

JIOKAJBHOW BBIYUCIUTEIBLHON CETH YUpexACHHWS, Ha MPOBOJA W JIMHUH, BBIXOASIIME 3a TPEICIIhI



KOHTPOJIMPYEMOU 30HBI YUPEKIEHUS, B T.4. HA IIEMH 3a3eMJICHUS U AJICKTPOTUTAHNUS,

- DJIGKTPUYECKUE CHUTHAIBI WU PagoOU3IIydeHusi, OOYyCIOBIEHHBIC BO3JCHCTBHEM Ha CpeICTBa
nepeaayr HHGOpPMaIi BICOKOYACTOTHBIX CUTHAJIOB, CO3/IaBAEMBIX C MOMOIIBIO pa3BeAbIBATECILHON
anmaparypsl, 1Mo 3pupy U MpoBojaM, 00 CHTHAJIIOB POMBIIIJICHHBIX PAJINOTEXHHYECKUX YCTPOUCTB
(paamoBemaTeNnbHbIC, PAINOIOKAIMOHHBIE CTAHIIUU, CPEICTBA PATMOCBSI3U U T.I1.), U MOTYJISIIUEH UX
WH(OPMATHBHBIM CUTHAJIOM;

- aKyCTHYECKOE W3JIy4YeHHEe WH(POPMATHBHOTO PEUYCBOrO CUTHAJA WJIM CHUTHAJA, OOYCIOBJICHHOTO
(GYHKIIMOHUPOBAHUEM TEXHHUYECKUX CPEJCTB 00pabOTKH MH(MOpMAIUH;

- JICKTPUYECKHUE CUTHAJIBI, BOSHUKAIOIINE MMOCPEJCTBOM MpeoOpa3oBaHusi HHPOPMATHBHOTO CHUTHAIIA
U3 aKyCTHYECKOTO B AJICKTPUUYECKUN 3a c4eT MUKPOPOHHOTO 3PdeKTa M pachpOoCTPaHSIOMUECS IO
IPOBOJIAM U JIMHUSM TIepelaud HHPOPMALIUY;

- BUOpAIMOHHBIC CUTHAJIBI, BO3HHUKAIOIIME IOCPEJACTBOM TpeoOpa3oBaHusi HH(GOPMATHBHOTO
AKyCTUYECKOTO CHTHAlla TP BO3JCHCTBHM €r0 HA CTPOUTEIIbHBICE KOHCTPYKIIMU M HHKCHEPHO-
TEXHUYECKHE KOMMYHHUKAIINH BBIJICIICHHBIX TTIOMCIICHHIA,

- BO3JICHICTBHE Ha TEXHHYECKHE WM TPOrPAaMMHBIC CPEACTBA B IENSIX HAPYIICHHS IICJIOCTHOCTH
(YHHUYTOXCHHUS, HCKOKCHHS) HH(DOpMAIMK, pabOTOCIOCOOHOCTH TEXHUYECKHX CPEICTB, CPEICTB
3alMThl MHOOPMAIMK, aJAPECHOCTH M CBOCBPEMEHHOCTH HMH(OPMAIIMOHHOTO OOMEHA, B TOM YHCIIE
AJICKTPOMArHUTHOE, Yepe3 CIEIHAIbHO BHEIPCHHBIE OSJICKTPOHHBIE W MPOrPaMMHBIC CPEIICTBA
(«3aKytagKm»);

- mepexBaT MH(OpPMAIMK WM BO3JCHCTBHE HA HEE C MCIIOJIb30BAHHMEM TEXHUYECKHX CPEJICTB MOXKET
BECTUCh HEMOCPEICTBEHHO M3 3/IaHUM, pacMOIOKEHHBIX B HEMIOCPEACTBEHHON OJIM30CTH OT 00BEKTa,
MECT BPEMEHHOTO MPeObIBaHMS, 3aHHTEPECOBAHHBIX B MepexBare WH(OPMAIUU WM BO3JICHCTBHU Ha
HEe JIMI TPH TIOCCHICHHH WMHU YUPEXJICHHS, a TaKXKEe C IMOMOIILI0 CKPBITHO YCTaHABIMBACMOU
ABTOHOMHOI aBTOMaTHYECKON anmapaTyphl.

V. OcHOBHbIE IPUHIMIIBI MOCTPOEHHUSI CUCTEMBI 3aIIIUTHI HH(OPMALUH

[TocTpoeHre cHUCTEMBI 3amIUTHl WHGOPMAIUU YUPSKICHUS W e¢ (YHKIMOHHPOBAHWE JOJIKHBI
OCYIIECTBIISTHCS B COOTBETCTBUH CO CIICAYIOIIUMU OCHOBHBIMH ITPUHITHITAMH

5.1.  3aKoHHOCTb.

[Ipenmonaraer OCYIIECTBICHHE 3alUTHBIX MEPONPHUITHA © pa3paboOTKy CHCTEMBI 3allUThl
uHpopManuu YUpeKJACHUS B COOTBETCTBHHM C JCHCTBYIOIIUM 3aKOHOJATEILCTBOM B 00J1acTH
uH(popManuu, HHOOPMATH3AIMHA U 3aIIUTH HHPOPMAITUH, a TAaKKe JPYTrUX HOPMATHBHBIX aKTOB TIO
nH(GOPMAIIMOHHON 0€30MaCHOCTH, YTBEPKIEHHBIX OPraHaMHU TOCYIapCTBEHHON BIACTH.

[Tpunsateie  Mepbl WHGOPMAIMOHHON O€30MaCHOCTH HE JIOMKHBI  TMPEMSITCTBOBATH  JAOCTYIY
MIPABOOXPAHUTEILHBIX OPraHOB B MPEIYCMOTPEHHBIX 3aKOHOJATEIILCTBOM CIIy4asxXx K pecypcam
KOHKPETHBIX MH()OPMAIMOHHBIX cHCTEeM. Bce mosb3oBarenn HHPOPMAIIMOHHBIX CHCTEM Y UpeKICHUS
JOJIKHBI UMETH MPEACTaBIEHUE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIIEHUS B 001acTH HHGOPMAITUH.
5.2. CHCTEeMHOCTb.

CucreMHBIM MOAXOA K MOCTPOEHHUIO CUCTEMBI 3aIIUThl MHPOPMAIMK B YUPEKICHUH Mpeanoaraet



y4eT BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIIMX W HM3MEHSIOIUXCS BO BPEMEHHU 3JEMEHTOB,
ycinoBUid M (AaKTOPOB, 3HAYUMBIX Ui TIOHUMAaHHMS W PpEHICHUS MpoOJeMbl 0OeCTIeYeHHS
MHpOpPMaLMOHHOM Oe3omacHocTu YupexxaeHus. [Ipu co3gaHun cuCTeMbl 3aIUThl YUUTBHIBAIOTCS BCE
ciabble U HauOoJiee ysi3BUMBbIE MecTa MH()OPMAIMOHHBIX CUCTEM YUPEKICHHUS, a TaKXKe XapakTep,
BO3MOXHBIE OOBEKTHl W HampaBJIeHHUS aTak HAa HEE CO CTOPOHBI HApYIIUTENEH, MyTH
HECaHKIIMOHUPOBAHHOTO JocTyna K uHpopmaruu. Crucrema 3allUThl JODKHA CTPOHUTHCS C YYETOM
BO3MOYKHOCTH IOSIBJIEHUS IPUHLMINAIBHO HOBBIX IIyTEH peann3anuu yrpo3 6e30MacHOCTH.

5.3.  KommiekcHOCTb.

KommiekcHOe HCIob30BaHNE METOIOB U CPEJICTB 3AIIUTHl MHPOPMALMOHHBIX CUCTEM IpPEAIoiaraet
COIVIACOBAHHOE INPUMEHEHHE IPOrPAMMHBIX M TEXHMUYECKUX CPEACTB IPHU IMOCTPOCHUU IIEJIIOCTHOM
CHCTEMBl 3allUThI, MEPEKPhIBAIOIICH BCE 3HAUMMbIE KaHaJbl peaqu3alu Yrpo3. 3aluTa JOJDKHA
CTPOUTBCS SIIETOHUPOBAHO. BHEMIHAS 3ammra 1omKHAa 00ecneunBaThesl (U3NYECKUMU CPEICTBAMU,
OpPraHU3alMOHHBIMU 1 IIPABOBBIMU MEpPaMH.

5.4.  HenpepbIBHOCTb 3aILIUTHI.

Jns obGecrniedyeHus: 3TOro MPUHIIMIIA HEOOXO0AMMA MOCTOSIHHASL OpraHU3allMOHHas (aAMUHUCTpAaTUBHAS!)
HOJ/Iep)KKa (CBOEBPEMEHHAs CMEHa M oOecliedeHue NPaBUIbHOIO XPAHEHUS U NMPUMEHEHMs HMEH,
napoJiei, kiodel mudpoBaHus, nepepacipenesneHue nojiHomouuni). Iopsanok nomyuenus pocryna K
MH(OPMaLIMOHHBIM pecypcaM periaMeHTupyercss B MHCTpyKLIMU MOJIb30BaTelNsl, OCYLIECTBIISIOIIErO
00paboTKy NMepCOHATBHBIX TAHHBIX HA 00BEKTaX BBIYMCIUTEIHHON TEXHHUKH.

5.5. CBOEBpPEeMEHHOCTb.

[Tpeanonaraercst ynpexxaaromuii xapaktep Mep obecneueHus MHPOPMALMOHHOM 0e30MacHOCTH, TO
€CTh MOCTaHOBKa 3aJay IO KOMIUIEKCHOW 3aluTe HMH(OpMalUUd U peanusalus Mep obecreueHus
0e30macHOCTH MH(OPMALIMK Ha PAaHHUX CTAausAX pa3paOOTKU MHPOPMAIMOHHBIX cucTeM. PazpaboTka
CHCTEMBI 3alllUThl BeJeTcs MapajielibHO ¢ pa3pabOTKONW M pa3BUTHEM CaMOM MOAJEXaIlel 3aIure
UH(POPMALIMOHHOM CUCTEMBI.

5.6. IIpeeMCTBEHHOCTH M COBEpIICHCTBOBAHHE.

[IpenmonaraeT MOCTOSIHHOE COBEPLIEHCTBOBAHME MEpP M CPEACTB 3alUThl MHQOpPMAIMK Ha OCHOBE
IPEEMCTBEHHOCTH OpPraHU3allMOHHBIX M TEXHUYECKHUX pPEeLICHWH, KaJpoBOro COCTaBa, aHalu3a
(GYHKIMOHUPOBAHUS UH(POPMAIIMOHHBIX CHCTEM YUPEXKJICHUS U CUCTEM MH(POPMALMOHHON 3aIIUTHI C
y4eTOM M3MEHEHHI B METOoAax U CpeJCTBax INepexBara MH(GOpMaluu, HOPMATUBHBIX TPeOOBaHUM MO
3alUTe, JOCTUTHYTOTO0 OTEYECTBEHHOTO U 3apy0eHOTo OIbITa B 3TOM 001acTH.

5.7.  IlepcoHanbHast OTBETCTBEHHOCTb.

[Ipeamnonaraer BO3JI0XKEHHE OTBETCTBEHHOCTH 3a oOecriedeHrne MHGOPMAIMOHHON 06e30macHOCTH Ha
KaKI0ro paboTHHKA B TMpefenax ero MOJHOMOYMHA. B cooTBeTcTBUM C A3THUM NPHUHIMIIOM
pacmpeneneHye mpaB U 00s13aHHOCTeH paOOTHUKOB CTPOUTCSI TAKMM 00pa3oM, 4TOOBI B ClTydae JIF000ro
HapyLIEHHUs KPYyT BAHOBHUKOB OB YETKO U3BECTEH WJIM CBEJIEH K MUHUMYMY.

5.8.  MuHuMH3ALHSA TOJTHOMOYHHA.

HpezmonaraeT IpeaoCTaBJICHUC IIOJB30BATCIIIM MUHHMAJIBHBIX IIpaB J0CTyIIa B COOTBETCTBHU CO



ciy)keOHOl HeoOxomumocThio. JlocTynm K uHGpOpMalLMU JODKEH HPEOCTaBISATHCS TOJIBKO B TOM
ciyyae U 00BbEME, ecnu 3TO HEoOXOIUMO pabOTHHUKY JJIsi BBIOJHEHUS €ro JOJDKHOCTHBIX
00s13aHHOCTEH.

5.9. T'mbkocTth cucTeMbl HHGOPMAIIMOHHON O€30MTaCHOCTH.

[Ipeamnonaraer crnmocoOHOCTh CUCTEMbl MH(POPMAIIMOHHON OE30MaCHOCTH pearupoBaTh Ha U3MEHEHUS
BHEIIHEH CpeIbl U YCIOBUW OCYIIECTBICHHUS YUPEKICHUEM CBOEH NEATEIBHOCTU. B 4MCIIO Takux
U3MEHEHUN BXOJIST:

- I3MEHEHHUS OPTaHU3AI[MOHHOM U IITATHOU CTPYKTYPBI Y UPEIKICHHUS;

- UI3MEHEHHE CYILECTBYIOLINX MU BHEAPEHHE IPUHIUITAATBHO HOBBIX HH(POPMALIMOHHBIX CHCTEM;

- BBOJI B 3KCILTyaTallUIO0 HOBBIX TEXHUYECKUX CPEICTB.

5.10. TIIpocroTa mpUMEHEHHS CPEIICTB 3AIIUTHI.

MexaHu3mMbl U METOJBI CHCTEMBI 3alUThl HMH(OpPMALMKU [OJKHBI OBITh MOHATHBI M TPOCTHI B
ucnonp30BaHuu. IlpuMeHeHue CpencTB W METONOB 3aIUTHl HE CBSI3aHO CO 3HAHHUEM CIICIUATBbHBIX
SI3BIKOB WJIM C BBINTOJIHEHHEM JIEHCTBHIA, TPEOYIOIMX 3HAYMUTEIBHBIX JIONOJHUTEIBHBIX TPYA03aTpaT
Ipu OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX I0JIb30BATENEH, a TaKKe HE TpeOyeT OT MOJIb30BaTels
BBITIOJTHEHHS] MAJIOTIOHSITHBIX €MY OIepallHii.

5.11. OOOCHOBaHHOCTb U TEXHUYECKAs PEATN3YEMOCTb.

[Ipeamomnaraer, 4To HWH(POPMAIIMOHHBICE TEXHOJOTHUH, TEXHWYECKHE M NPOTPAMMHBIC CpE/ICTBa,
CpeAcTBa M MepHl 3aIIUTHI MHPOPMALUU PEATU3YIOTCS HAa COBPEMEHHOM TEXHHMYECKOM YpPOBHE M
000CHOBaHBI 7Sl JAOCTH)KEHUS 3a/IaHHOTO YPOBHsI Oe30macHOCTH WMHGOpMAlUd U HKOHOMUYECKOM
1eJ1IecO00pa3sHOCTH, a TaKKe COOTBETCTBYIOT YCTAHOBJIIEHHBIM HOpPMaM U TpeOOBaHUSAM IO
0e30macHOCTH UH(pOpPMALIUH.

5.12. Cnenmanu3amus u mpodheCCHOHATN3M.

[Ipeamonaraer mnpuBiedeHHE K pa3paOOTKe CPEeACTB W peanu3ald Mep 3alluThl HH(pOpMaLuu
CHeLMaTU3UPOBAHHBIX OpraHU3alMi, HauboJiee NOArOTOBICHHBIX K KOHKPETHOMY BUAY AEATEIbHOCTH
1o obecreyeHnto 6e30MacHOCTH UH(POPMALIMOHHBIX PECYPCOB, UMEIOIINX OIBIT MPAKTUYECKOM padoThI
U TOCYNAapCTBEHHYIO JIMIEH3UI0 Ha TpaBO OKa3aHWA YCIyr B OToi oOmactu. Peamuzamus
aJIMUHUCTPATUBHBIX MEp M OKCIUTyaTalus CPEJACTB 3allUThl OCYIIECTBISETCS NpPOQPecCHOHATBHO
HOJTrOTOBJICHHBIMU CHEMATUCTAMH 3alIUThI HHQOpMAMK Y UPEKICHNUS.

5.13. O06s3aTeNbHOCTH KOHTPOJIS.

[Ipenmonaraer 00sA3aTENEHOCTh U CBOEBPEMEHHOCTh BBISIBJICHUS U TIPECCUSHHSI MTOTBITOK HAPYIICHHUS
YCTAHOBJICHHBIX IIPaBUJI obecrieueHust 0€30MacHOCTH UH(OPMAIIHIH.

KoHTponb 3a JeqaTenbHOCTBIO JIF0OOT0 IMOJIB30BATENs, KaKJOr0 CPEJICTBAa 3aIUUTHl U B OTHOLIEHUHU
JTF000T0 00BEKTA 3aIIUTHI OCYIIECTBISIETCS HA OCHOBE TIPUMEHEHHUS CPENICTB OTIEPATHBHOTO KOHTPOJIS
U pETUCTpAllM ¥ OXBaThIBaC€T CAHKIMOHUPOBAHHBIE W HECAHKIMOHWPOBAHHBIE JCHCTBUS
nojb3oBareneld. BrpigBneHHble paOOTHUKaMU  YUpexXJIEHUs HEJOCTaTKH CHUCTEMbI  3allUThI
UHPOpPMALIUU JIOBOJATCA [0 CBEIEHHs HENOCPEICTBEHHOro pykoBoauTens. O CyliecTBEHHBIX

HEJIOCTaTKaX COO0IAeTCS PYKOBOAUTEIO Y UPEKICHHUS.



V1.  Mepsbl, MeTOaBI U CpPeCcTBa o0ecneyeHUs HH(POPMAIIMOHHOM 0€30I1aCHOCTH

6.1.  Mepsl obecnieueHust H(GOPMALIMOHHOI OE30MTaCHOCTH.

6.1.1. 3akoHoaTeNbHbIE (ITPAaBOBBIE) MeEphl obOecreueHus: WHGOPMAIMOHHOW O€30MMacHOCTH K
MPaBOBBIM MepaM obecrieueHus: HHQPOPMAIMOHHON O€30MacHOCTH OTHOCATCS JICUCTBYIOIIME B
Poccniickoit ®enepanyy 3aKOHOJATEIBHBIE M MHBIE HOPMATHBHBIE aKThl, PErVIAMEHTHPYIOLIUE
npaBuia oOpamieHuss ¢ HH(OpMAIMel, 3aKpelvisfone IMpaBa ©  O0S3aHHOCTH yYaCTHUKOB
WH(OPMALIMOHHBIX OTHOIIEHUH B TIpolecce ee oO0palOTKM U  HCHOJIb30BaHUS, a Takke
yCTaHABIIMBAIOIIME OTBETCTBEHHOCTh 3a HapyIIeHHs 3TuX mpaBmil. lIpaBoBbie Mepbl oOecnedeHUs
WH(OPMAIIMOHHON OE€30MaCHOCTH HOCAT YIPEKMTAIMNN, MTPOGUIAKTUICCKHA XapakTep U TPEOyIOT
MIOCTOSIHHOW  pa3bsICHUTENBHOM pabOThl € TOJIb30BaTe/IIMH M OOCITY)KHMBAIOLIMM TIEPCOHAIOM
MH(OPMALIMOHHBIX CUCTEM Y UpEKICHHUS.

6.1.2. TexHnonoruueckue mepbl obecrieueHus: HHHOPMAITMOHHON O€30MaCHOCTH K JTaHHOMY BUIY
Mep obecriedeHUsT HHPOPMAIIMOHHON O€30MacHOCTH OTHOCSTCS TEXHOJOTHYECKHE pelIeHUs |
NPUEMBI, HANpaBICHHBIE HAa YMCEHBIICHHE BO3MOKHOCTH COBEPIICHHS pPaOOTHHUKAMH OMIMOOK |
HapyIICHUI B paMKaXx MPEIOCTABICHHBIX UM MIPAB U TIOJTHOMOYHH.

6.1.3. OpraHu3aliioHHbIC  (aIMHUHHCTPATHBHBIC) MeEphl  oOecreueHuss HMHGPOPMAIMOHHON
6e3omacHocti. OpraHu3anuoHHble (aAMHHHCTpPATHBHBIE) Mepbl oOecredeHus HWHOOPMALMOHHON
0€30MacHOCT — 3TO MEpbl OPraHU3alMOHHOIO XapakTepa, perjJaMeHTHPYIOIIME IPOLECCHI
(YHKIMOHUPOBAHUSI CUCTEMBI OOPa0OTKM [aHHBIX, HCIIOJIB30BAHHE €€ PECypCOB, NESITEIHHOCTD
00CITyXKUBAIOLIETO MEPCOHANA, a TaKXKe MOPAIOK B3aUMOJICHCTBHUS MOJIb30BaTENIel C CUCTEMOM TaKUM
o0Opa3oM, 4ToObl B HauOOJbIIEH CTENEHM 3aTPYJHHUTh WM HMCKIIOYMTH BO3MOXKHOCTb pPEaIn3alUU
yrpo3 0€30MacCHOCTH WJIM CHU3UTH pa3Mep MOTeph B cilydae UX peanu3zanuu. OpraHuzallMOHHBIMU
(aIMMHHUCTPATUBHBIMK ) MepaMu o0OecrieueHrss UHPOPMAIMOHHON 0€30MacCHOCTH SBJISIFOTCS:

- perjaaMeHTanus JOCTyIa B 3laHue Y UpexIeHus;

- peryiaMeHTanus J1omnycka pabOTHUKOB K MCIIOJIb30BaHUIO MH()OPMAIIMOHHBIX PECYPCOB;

- aHaiu3 TpeOOBaHMM K 3JIEMEHTaM CHCTEMbl Ha OCHOBE 3asiBOK IOJIb30BaTelel Ha 0OCIyXUBaHUE U
MOU(UKAIIIO allapaTHBIX U MPOTPaMMHBIX PECYPCOB;

- o0ecrieyeHHe M KOHTPOJb (U3MUECKOM IEJIOCTHOCTH (HEM3MEHHOCTH KOH(UIypaluu) CpencTB
BBIUMCIUTENFHON TEXHHUKHY;

- 00y4eHue NoIb30BaTeNel; AeSITETbHOCTD 0 00eCeYeHNI0 HH(POPMAIIMOHHONW O€30I1aCHOCTH;

- ycioBuss  00paOOTKM  MHGOPMAIMOHHBIX  PECypcoB  KOH(PUACHIMAIBLHOTO  XapakTepa,
OTBETCTBEHHOCTh 32 HApYIIEHUS YCTAHOBJICHHOTO TMOpSAKAa TOJIB30BaHUS HWH()OPMAIMOHHBIMU
pecypcaMu YUpeKIeHHUs.

6.1.4. ®dusnueckue Mepsl oOecrieueHus HHGHOPMAITMOHHON 0€30ITaCHOCTH.

®dusnyeckue Mepel obecrieueHrss WHGOPMAIIMOHHONW O€30MacHOCTH OCHOBAaHbI Ha TMPUMEHEHHH
MEXaHUYECKUX,  AJNEKTPOHHBIX MM  DJIEKTPOHHO-MEXaHWYECKHX  YCTPOMCTB,  CHEIMaJIbHO
MpeIHa3HAYEHHBIX I CO3/IaHusl PU3NYECKUX MPEMATCTBUN Ha BO3MOXKHBIX IYTSIX MTPOHUKHOBEHUS U

JOCTyNa MOTEHIHATbHBIX HapyIIUTENed K d3JeMeHTaM WH(OPMAlMOHHBIX CHCTEM M 3allUIaeMon



UH(POPMAITHH.

6.1.5. Texuuueckue mepsl obecriedeHust UHHOPMATMOHHON 0€30IaCHOCTH.

TexHuueckue (anmapaTHO-MPOrpaMMHbBIE) Mepbl oOecnedeHus HUHGOPMAMOHHON Oe30MacHOCTH
OCHOBaHblI Ha UCIOJb30BAaHUU DJIEKTPOHHBIX YCTPOWCTB M CHELMAIBHBIX MPOTPaMM U BBITOJHSIOLINX
(caMOCTOSATENBHO WM B KOMIUIEKCE C JAPYTHMMHU CPEICTBaMU) (GYHKIMU 3aUIUTHI (MACHTU(DUKALUIO U
ayTeHTU(UKALMIO TI0JIb30BATENICH, pasrpaHUuYEHHE JOCTYIIa K pecypcaMm, PErHCTpaluio COOBITHH,
Kpunrorpadguaeckoe 3aKphITHe HHPOPMAIIHH ).

VII.  OcobGennoctu 00padoTkn nHGOpMAaIIUH, COAep:KalIeii MepCcoHATbHbIE JaHHbIe

7.1.  Bce nepcoHalibHbIE TaHHBIE CYOBEKTa YUpEKACHUS CIEIYET MOIy4aTh Y HETO camoro (s
oOyygaronuxcsi YUpexJeHus: OT pOAMUTENIe — 3aKOHHBIX TMpejacTaBuTeneit). Eciu mepcoHanbHbIe
JTaHHbIE BO3MOKHO IMOJIyYUTh TOJBKO Y TPETbEeW CTOPOHBI, TO CYOBEKT IEPCOHAJIbHBIX JAaHHBIX
JOJIKEeH OBITh YBEIOMIIEH 00 3TOM 3apaHee W OT HEro JOJHKHO OBITh MOJIYyY€HO MUChMEHHOE COTJIacHe.
JlomkHOCTHOE U0 YUpEkKACHHUS] JOKHO COOOLIUTh CYOBEKTY MEPCOHATbHBIX JIAHHBIX O IIENsX,
IPEIoIaraéMbIX HCTOYHUKAX U CIIOCO0aX IMONyYeHHs MEPCOHAIBHBIX JaHHBIX, @ TAKXKE O XapakTepe
noJyIexanux noxydeHuto [1/] u mociaencTBusX oTkasa gaTh MHCHBMEHHOE COTIIache Ha X MOJTyYeHHE.
7.2.  VYuypexaeHue He MMEET MpaBa MOJIy4yaTh M 00padaThiBaTh JaHHBIE CYOBEKTa MEPCOHAIBHBIX
JMaHHBIX O €ro PacoBOH, HAIIMOHAJIBHOW MPHHAICKHOCTH, MOJUTUYECKUX B3IIIAIAX, PEIUTHO3HBIX
i GUI0cOo(CKUX YOKICHUSIX, COCTOSTHUH 37I0POBbSI, YaCTHOH JKU3HU. B ciydasx, HEmoCpeICTBEHHO
CBSI3aHHBIX C BOIIPOCAMU TPYAOBBIX OTHOILIEHHH, B cOOTBETCTBUM €O CT. 24 Konctutyuun Poccuiickoit
Oenepanuu paboToaarenb BIOpaBe MOIydaTh U 00padaThIBaTh JaHHBIE O YACTHOM >KU3HH pabOTHUKA
TOJILKO C €r0 MUCbMEHHOT'O COTJIACHsl.

7.3.  CyOBeKT mepCOHalbHBIX JAaHHBIX CAMOCTOATEIHHO MPUHUMAET PEIIeHHE O MPEIOCTABICHUN
CBOUMX TMEPCOHATBHBIX JAaHHBIX U JACT COTJIacHe Ha X 00paboTKy.

7.4. OOpaboTka yka3aHHBIX JaHHBIX BO3MOXKHA 0€3 ero corjacusi B COOTBETCTBUU CO CT.O
®enepanbHbIM 3aK0OHOM OT 27.07.2006 Nel152 «O nepcoHanbHBIX JaHHBIX».

7.5.  Cornacue Ha 00pabOTKY MePCOHANbHBIX JAHHBIX O(OPMIISETCS] B MUCbMEHHOM BHJIE.

7.6. [TucemenHoe cornacue Ha oOpabOTKY CBOMX MEPCOHAIBHBIX JAHHBIX JIOJDKHO BKIIIOYATHh B
ceOst:

- (hamminIO, UM, OTYECTBO, aJpec CyOBEKTa MEPCOHAIBHBIX JaHHBIX, HOMEP OCHOBHOI'O JOKYMEHTA,
YIIOCTOBEPSIOIETO €T0 JIMYHOCTh, CBEJICHHS O JIaTe BBIJAYM YKa3aHHOTO JOKYMEHTA W BBIZABIIEM €r0
opraHe; HauMeHOBaHHE ((paMHIINIO, UMS, OTYECTBO) M aJpec Omeparopa, MOJYJarolIero Coriacue
CcyObeKTa MepCOHAIbHBIX JaHHBIX; LeJIb 00pabOTKH NMEePCOHATBHBIX TaHHBIX; IEPEUCHb MEPCOHATBHBIX
JAHHBIX, Ha 00pabOTKy KOTOpBIX JaeTcsi corjiacue CcyObeKTa NEepCOHANbHBIX JIaHHBIX; IepedyeHb
NEHCTBUN C TIEPCOHANBHBIX JTAaHHBIX Ha COBEPIIEHHE KOTOPBIX NAETCS COTIache, O0Iee ONMCaHHe
HCIOJIb3YEMBIX OIEpaTOPOM CIIOco00B 00pabOTKU MEPCOHATIBHBIX JAHHBIX; CPOK, B TEYEHHE KOTOPOIO
JIeMCTBYET corylacke, a TakXKe MOPSIOK €ro OT3bIBa.

7.7. Corynacue Ha O00pabOTKYy MEPCOHAJIBHBIX JaHHBIX MOXET OBITh OTO3BaHO CYOBEKTOM

MEPCOHAIBHBIX JaHHBIX 10 MHUCHbMEHHOMY 3alpocy Ha UMS JUPEKTOpa Y UpexACHHUS.



7.8.  CyObeKT nepcOHANbHBIX JaHHBIX MMEET MPaBo Ha MOJyYeHHe clieaytomei napopmannu:

- CBEJICHUS O JIMIaX, KOTOPhIE UMEIOT JOCTYI K IMEPCOHAIBHBIM JaHHBIM HIJIM KOTOPBIM MOKET OBITh
IPEJOCTaBIIEH TaKOM JIOCTYIl; MepeueHb 0O0padaThiBaeMbIX NEPCOHAIBHBIX JAHHBIX W MCTOYHHUK UX
HOJIy4EHHUs; CPOKU 00pabOTKHU NEPCOHABHBIX JaHHBIX, B TOM YHUCIIE CPOKH UX XPAaHEHHUS;

- CBEJICHUS O TOM, Kakue IOpPHIMYECKUEe MOCIEICTBHS A CyObEKTa NePCOHATIBHBIX JAaHHBIX MOXKET
MOBJIEYB 3a COO0I 00paboTKa ero NepCOHAIbHBIX JAHHBIX.

7.9. CyOBeKT NepCOHAIBHBIX JaHHBIX BIIpaBe TPeOOBAaTh OT ONEpaTopa YTOYHEHUS CBOMX
NEPCOHAIbHBIX JaHHbIX, UX OJIOKMPOBAHMS WM YHUUTOXKEHUS B CIIydae, €CJIU NepCOHANbHBIX JaHHBIX
SBIISIIOTCSL  HETIOJIHBIMU, ~yCTapeBIIMMH, HEIOCTOBEPHBIMU, HE3aKOHHO TIOJYYEHHBIMH WIH HE
SIBIISTFOTCS. HEOOXOIMMBIMH TSI 3asIBJICHHOU 1€ 00pabOTKH.

7.10. CBeneHUST O TIEPCOHAIBHBIX JAHHBIX  JIOJDKHBI OBITH  IPEJOCTABJICHBI CYOBEKTY
NEPCOHAIbHBIX JAaHHBIX ONEpPaTopoM B JOCTYHHOW (GopMe, U B HUX HE JOJDKHBI COJEpXKaTbcsi B
HEPCOHAIbHBIX JAHHBIX, OTHOCSILHUECS K JPYTUM CYOBEKTaM MEPCOHAIBHBIX IaHHBIX.

7.11. JlocTynm K CBOMM N€PCOHAJIBHBIM JaHHBIM IMPEAOCTaBISETCS CYOBEKTYy HEpPCOHAIbHBIX
JAHHBIX WM €ro 3aKOHHOMY MPEICTaBUTENI0 ONEPaTOPOM MIpH MOJYyYSHHH MUCHBMEHHOTO 3ampoca
CyObeKTa MEepCOHANBHBIX JAHHBIX WJIM €r0 3aKOHHOIO mpeacraBuTens. [IucbMeHHBbIH 3ampoc 10JKeH
OBbITh aJJPECOBAH Ha UMS AUPEKTOPA YUPEKACHUS I YIOJTHOMOUYEHHOTO PYKOBOAUTEIIEM JIUIIO.

7.12. CyOBexT B mpaBe 00XajloBaTh B YIOJIHOMOYEHHBIM OpraH IO 3alIuTe MpaB CyOBEKTOB
NEPCOHANBHBIX JAaHHBIX WJIM B CyIcOHOM TOpSIKE HENpaBOMEpPHBIC NIEHCTBHS WM O€37eiCTBUS
HNEPCOHANbHBIX JIAHHBIX JIOJDKHOCTHBIX JIMI YUpeXAEeHUs Ipu oO0paboTKe M 3allUTe ero
NEPCOHAIBHBIX JIaHHBIX.

VIIl. O0s3anHOCTH ¥ NpaBa 10J’KHOCTHBIX JIMIIL.

8.1.  PykoBomuTenb YUpexKIeHHsS OpraHuU3yeT padoTy 1O MOCTPOCHHIO CHCTEMBI  3aIllUTHI
UH(POPMALIMOHHOM cucTeMbl. B yacTHOCTH:

- Ha3HayaeT OTBETCTBEHHOIO 3a OpraHU3alMio 3alUThl MH(OpManMM U3 4YHciIa COTPYIAHHMKOB
VYupexnenus;

- YTBEP)KIAeT KPYT JIMII, IMEIOIHX JOCTYII K 3alIHIaeMoi HH(QOPMAINH U TTOPSIOK UX padOThI;

- yYTBEpXKIAeT KOMIUJIEKT JOKYMEHTOB, ONpEACISAIOMNX MOJUTUKY B OTHOIIEHHMH  3alllUThI
uHpOpPMALlUM B YYPEXKJICHHM, a TakXKe JIOKaIbHbIE aKThl, YCTaHABIUBAIOIIMX MPOIEIYpHI,
HaIlpaBJIEHHbIE HA NIPEJOTBPALLEHNE U BBISBIICHHE HAPYIICHUH 3aKoHOAaTenbCcTBa POD.

8.2.  OTBeTCTBEHHBIN 32 3aIMUTYy HHPOPMAITHH:

- pa3palaTbIBaeT OpPraHU3alMOHHO-PACTIOPSAUTENbHBIE JIOKYMEHTBl 110 BOMNPOCAaM  3allUThI
uHpOpMaLIUK TIPU €€ 00paboTKe C MOMOIIBIO HH(OPMAIIMOHHOMN CUCTEMBI;

- KOHTPOJIUPYET UCTIOJTHEHUE MPUKA30B M PACIIOPSHKCHUHN BBIMIECTOSIIIUX OPTaHU3aIUi 110 BOIIPOCaM
obecrnieyeHus 6€30MacHOCTH UH(POpMAaLIHH;

- o0ecrieunBaeT 3aUTy HHPOPMALIUH, HUPKYIUPYIOLIeld Ha 00beKTax HH(pOpMaTH3aIiH;

- IPOBOJUT CHUCTEMATHUYECKHH KOHTPOJb pabOThl CHUCTEM 3aIlUThl MH(OpMAIMH, MPUMEHSIEMBIX B

MH(OPMALIMOHHON CHUCTEME, a TaK)KE 3a BBINOJHEHHEM KOMIUIEKCA OPraHU3alMOHHBIX MEPONpPUITUN



1o o0ecrneyeHnIo 6e30MacHOCTH HH(OPMAIIHIH;

- POBOJUT UHCTPYKTAX MOJIb30BaTeIe HHPOPMAIIMOHHON CHCTEMBI;

- KOHTPOJIUPYET BBINOJHEHHE aJMUHUCTPATOPOM HH(MOPMALMOHHOW CHUCTEMBI OO0S3aHHOCTEH 110
obOecrieueHHI0 (DYHKIIMOHUPOBAHUS CHUCTEM 3alllUThl MHGpOpMAIUU (HACTpOMKa U COMPOBOKICHHE
MOJICCTEMBI YIIPABICHHUS JTOCTYIIOM II0JIb30BaTeNsl K 3allMIIaeMbiM HWH(GOPMAMOHHBIM pecypcam
WH(OPMAIIMOHHON CUCTEMBI, aHTUBHPYCHAs 3aIlIUTa, PE3ePBHOC KOMMPOBAHNE JAHHBIX U T.1I.);

- KOHTPOJHMpYET TOpSAOK Yy4éTra M XpaHEHUs MAIIMHHBIX HOCUTENeH KOH(UACHIHUATbLHON
nH(pOpMaINK;

- ydacTByeT B paboTax IO BHECEHHIO H3MEHEHHMH B aNNapaTHO-TPOTPaMMHYIO KOHQUTYpaIUIO
UH(POPMALIMOHHOM CUCTEMBI,

- ompeneiseT MOPSAOK U OCYIIECTBISIET KOHTPOJIb PEMOHTA CPEICTB BBIUMCIMTEIBHOW TEXHHKH,
BXOJIAIINX B COCTaB UH(OPMALIMOHHOW CUCTEMBIL;

- IPUHUMAET MEphl MO ONEpPaTUBHOMY H3MEHEHHUIO Maposieid MpU YBOJIBHEHUHM WA TEepEeMEIIeHUU
COTPYIHUKOB, UMEBIIIHX JIOMYCK K NMHPOPMAITMOHHON CHCTEME;

- TpeOyeT YCTpaHEHHUs BBISBICHHBIX HAPYIICHUH W HEJOCTAaTKOB, JAaeT OOs3aTeIbHBIC IS
WCIIOJTHEHUS YKa3aHHUsI 110 BOMPOcaM 00eCIIeYeHHs MOJI0KEHUH MHCTPYKIIMIA 110 3aIIuTe HHPOPMAIIH;
- TpeOyeT OT paOOTHUKOB MPEICTaBICHHS MMCbMEHHBIX OOBSICHEHUN MO (hakTaM HapyLIEHUs peKuMa
KOH(UICHITUATBHOCTH;

- B CJTy4ac BBISBIICHUS MOTBITOK HECAHKITMOHUPOBAHHOTO JOCTYIA K HHPOPMAITUH HIIH TOTTBITOK
XUIICHUS, KOMHUPOBAHMS, W3MEHEHHUS, HE3aMEUIMTeIbHO NPUHUMAET Mephl MPEeceYeHuss u
JOKJIaJIbIBACT PYKOBOAUTEIIO Y UPEKICHUS;

- 00 WMEIONMXCS HEAOCTaTKaX W BBISBICHHBIX HApYIICHHUSIX TPeOOBaHWM HOPMATHUBHBIX W
PYKOBOJSIIMX JIOKYMEHTOB TI0 3amuTe WHGOpPMANWK, a TaKXKe B YCTAHOBJICHHBIE CPOKH
MOJATOTABIUBAET HEOOXOAMMYIO OTYETHYIO JOKYMEHTAIllMI0 O COCTOSHMM paboT Mo 3alimre
UH(POPMAIHH.

8.3. HecooTBeTcTBHE Mep yCTAaHOBJICHHBIM TPEOOBAaHUSM WM HOPMaM IO 3aliuTe WH(OpPMAIUH,
SIBIIICTCS. HAPYIICHUEM U BJICUET aJMUHUCTPATUBHOE HaKa3aHUE OTBETCTBEHHBIX JIUI] B COOTBETCTBHUH
C 3aKOHOJATENbCTBOM PD.

IX. 3akio4yuTebHBbIE MOJIOKEHUS

9.1. TlomokeHWE BCTYIMAET B CHIIY C MOMEHTA €T0 YTBEPIKICHUS.

9.2. [Tonoxxenue sBISIETCS JOKAJIBHBIM aKTOM o0Opa3oBaTeNbHOTO YupekiaeHus. Baecenue
W3MEHEHUH U nononaHeHuid B [TonoxkeHne ocyIecTBIsIeTCs B OPSIKE €ro MPUHATHS.

9.3. Hacrosmee Ilonoxenne MOXeT ObITh HU3MEHEHO (TOTIONTHEHO)  JTOKATBHBIM ~ aKTOM

00pa30BaTeNbHOTO Y UpeKICHUS.



