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IMOJOXEHHUE
o 3amure nuHpopmauun B 'BOY COI c. I'eoprueska

I. O61Ine mos10:xeHUS.

1.1. Hacrostmee [lonokenne paszpaboTaHo B pa3padOTaHO B COOTBETCTBUU ¢ DenepaibHBIM
3akoHOM oT 27.07.2006 Nel49-@3 (pen. ot 02.12.2019) «O6 wundopmaiuu, HHPOPMALMOHHBIX
TEXHOJIOTHSIX M O 3ammute uHpopmarmuny, DenepaibHbiM 3akoHOM 0T 27.07.2006 Nol52-D3 (pen. ot
31.12.2017) «O mnepcoHanbHBIX AaHHBIX», [loctanoBinenuem IlpaBurenscrBa P® ot 01.11.2012
Nelll9 «OO0 yrBepkaeHUM TpeOOBaHMU K 3alUTE MEPCOHANbHBIX JAaHHBIX MpH HX 00paboTKe B
MH(POPMAIIMOHHBIX CUCTEMax NEepCOHANbHBIX JaHHbIX», [Ipukazom ['ocrexkxomuccum Poccum ot
30.08.2002 Ne282 «CrernuanbHble TpeOOBaHHS H PEKOMEHJANWMA 10 TEXHUYECKOW 3alluTe
KOH(HIEHIIMATbHON MH(pOpMAIMM» TOCyJapCcTBEHHass TeXHUYeckas komuccus», Ilpukazom OCTIK
Poccun ot 18.02.2013 Ne21 (pen. ot 23.03.2017) «O6 ytBepxkaenun CocTaBa W COAEpNKAHUS
OpPraHU3aIMOHHBIX U TEXHUUYECKUX Mep MO 00ecleyeHnI0 0e30MacCHOCTH NePCOHANbHBIX JaHHBIX MPU
ux 00paboTke B MHOOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX .

1.2. TlonoxeHue peryiaupyer IMOJUTHKY YUpeXACHUs MO Oe30MacHOCTH HH(POPMALMOHHBIX WU
KOMMYHMKAI[MOHHBIX PECYPCOB W TEXHOJOTMM M OOIMH NOpAJOK OOpalieHus C JOKYMEHTAMH,
COJIEp KALTUMHU CITY>KEOHYI0 HH(POPMALIMIO OTPAaHUUYEHHOTO PACIIPOCTPAHEHUS U YCTaHABIMBAET:

- 00BEKTHI 3alUThl HHQOPMALUK U CYOBEKTHl JocTyna K MH(pOpMaluuu HHGOPMALMOHHBIX CUCTEM U
pecypcos;

- OCHOBHBIC YIPO3bl WH(POPMAIMOHHOW Oe30macHOCTH (nanee — MHGPOPMAIMOHHAsS 0e30MacHOCTb)
I'bOY COLI c. I'eoprueska;

- OCHOBHbIE MPUHLHUIIBI TOCTPOCHUS cucTeMbl 3auThl nHopManuu ['BOY COLI c. I'eoprueska,

- Mepbl, MeToJBbl M cpeiacTBa oOecneueHuss HHpopmarmonHass Oe3omacHocts ['BOY COII c.
['eoprueska.

1.3. Hacrosmee Ilonoxenue pa3paboTaHo ¢ LeIbI0 YCTAaHOBICHUS HAJUIEKAIEro Mopsiaka paboThl
U co3/aHue 0e30MacHbIX yciaoBHM st oOydarommxcs U coTpyanukoB 'BOY COIII c. I'eoprueBka



(manee — YupexaeHue), a TakKe HCKIIOYEHHUS BO3MOXKHOCTH MPOHUKHOBEHHS MOCTOPOHHUX JIMIL,
BBIHOCA MaTepUAIIbHBIX IIEHHOCTEH, MHBIX HApYILIEHUH 00IeCTBEHHOT'O OPSIIKA.

1.4, JTannoe Ilonmoxkenue pasmemaercs Ha odunmaasbHoMm caiite 'BOY COII c. T'eoprueBka B
MH(POPMAIMOHHO-TEIEKOMMYHUKAITMOHHON ceTn «THTepHeT».

1. O0BeKTHI, MoAJIeKAIME 3aLUTe.

2.1. B Vupexpaenuu oOpabarbiBaeTcsi MH(pOpManus, colepskaiias CBEIEHUS OrpaHHMYEHHOTO
pacnpocTpaneHus (caykeOHas HHpOpMaIus, IePCOHATbHBIC JaAHHBIE), U OTKPHITHIC CBEACHUS. 3aIUTe
MOJJIKAT BCe HMH(OPMAIIMOHHBIE CHCTEMBI YUPEXKJEHHUS, HE3aBHCHUMO OT HMX MECTOHAXOXKICHHUS,
YHUCIISAIINECS Ha OyXTanTepCKOM ydeTe Y upesKIeHUS.

2.2. OcHOBHBIE OOBEKTHI, IOJIEKAIIME 3AHTE:

- MH()OPMAIMOHHBIE CUCTEMbI NepCOHANbHBIX HaHHbIX (mamee — MCIIJIH), a Takke OTKphITas
(obmenocrynHas) napopMaius, HeoOxoaumas uisi padoThl YUpEeKIACHHs], HE3aBUCUMO OT (HOPMBI U
BHJIa €€ NIPE/ICTABIICHHUS;

- potiecchl 00padboTku nHpopManu B MHOOPMALIMOHHBIX CHCTEMaxX YUpekaeHHs, UHPOpMaIlMOHHbIE
TEXHOJIOTHH, PETIIAMEHTHI H MPOLEyphl cOOpa, 00paboTKH, XpaHEHUS U Mepeaadu HHPOpMAIUH;

- uH(opmanMoHHas MHPPACTPYKTypa, BKIOYAIOUIas cUCTeMbl 00pabOTKM M aHalM3a MH(POpMAIHH,
TEXHUYECKUE U TMPOTPaMMHBIE cpelicTBa €€ 00pabOTKM, Mepenayd M OTOOpaKEHHsS, B TOM YHCIIE
KaHainbl HMH(QOpPMAIIMOHHOTO OO0MEHa M TEIeKOMMYHHMKAI[UU, CHUCTEMbl W CpPEICTBa 3alllUThI
uHpOpMaIUH.

2.3. OcobeHHOCTH OOBEKTOB, MOIIEKAILMX 3AIHTE:

- 00BeAMHCHHE B CIUHYI CHUCTEMY OOJBIIOTO KOJWYECTBA TEXHUYCCKUX CPEICTB OOpabOTKH H
nepenayu uHGpopmaIuu;

- HEOOXOIMMOCTH 00ECIICUCHHS HETPEPHIBHOCTH (DYHKITMOHUPOBAHUS Y UPSIKICHUS,

- BBICOKAsl HHTEHCUBHOCTh HH(POPMAIIHOHHBIX TTOTOKOB;

- pa3HOOOpa3ue KaTerOpHid MOJIb30BATEIICH.

1. Heau u 3axa4u cucTeMbl odecriedeHnsi HHGOPMANMOHHON 6€30MaACHOCTH.

3.1. CyObekTsl goctyna K uHpopMmanuu Mpu obecrnieyeHUH WHGOPMAIMOHHON 0e30MacHOCTH
YupexxeHus ABISIFOTCS:

- paboTHMKM YUpexIeHHs, YJacTByOIIMe B HH(POPMALMOHHOM OOMEHE B COOTBETCTBUU C
BO3JIO’KEHHBIMH Ha HUX JOJDKHOCTHBIMU O0SI3aHHOCTSIMU;

- (usnueckue nuIa, CBEACHUS O KOTOPBIX HAKAIJIMBAIOTCS, XpaHATCA W oOpabaThIBaroTCS B
MH(OPMALIMOHHBIX CUCTEMAX YUpekIeHUs (B COOTBETCTBHM cO CT.14 @DenepalibHOTO 3aKOHa OT
27.07.2006 Nel152-®3 «O nepcoHaabHBIX JaHHBIX);

- COTPYIHUKHM BHEIIHMX OpraHu3alui, 3aHMMAOIIUXCS pa3pabOTKOH, MOCTaBKOM, PEMOHTOM H
o0ciry>)KuBaHHEM 000pYyIOBAHUS WM HH(POPMAITMOHHBIX CUCTEM.

3.2. [lepeuncneHHbIM cyObeKTaM 0CTyna K H”HGOpMaIuu He0OX0AUMO 00eCIeUNTh:

- CBOEBPEMEHHOCTb JIOCTyIa K HEOOXOJMMON UM MHPOPMALIUH (€€ TOCTYITHOCTb);

- IOCTOBEPHOCTH (TOJHOTY, TOYHOCTh, aKTYyaJIbHOCTb, LIEJIOCTHOCTh) HHPOPMAIIHH;

- KOH(UJEHIMATBHOCTh (COXpaHEHHE B TailHe) ONpeAereHHOM yacTh HH(OpPMalUH, 3alUTy OT
HaBA3BIBAHUS JIOKHOM (HETOCTOBEPHOM, UCKaXEHHOW) MH(POpMAIUH;

- BO3MOJKHOCTb OCYILECTBJIEHHS] KOHTPOJII W YIpPaBIEHHs IpoleccaMu oOpabOTKM U Iepesadu
nH(popMaLnu;

- 3alIUTY UH(OPMAIMK OT HE3aKOHHOTO paclpoCTPaHEHHUs.

3.3. llenbro 3ammTsl HHGOPMAITH, HA JOCTHKEHNE KOTOPOI HampaBiieHO Hactosee [lonoxenue,
SBIISICTCS 3allUTa OT BO3MOXHOTO HAHECEHUs CYOBEKTOM JOCTyNa K MH(pOpPMAalUU MaTepUaIbHOTO,
(U3MYECKOT0, MOPAJIBHOTO WM MHOro yiiepOa MOCPEACTBOM CIy4YallHOrO WM MPEAHAMEPEHHOIO
BO3/ICWCTBUS Ha MH(OpMAINIO, €€ HOCHTEH, Mpolecchl 00paboTKM M mepenadd. YKa3aHHas Ielb
JOCTUTAETCA TOCPEICTBOM OOECHeueHUsT W IMOCTOSHHOTO TMOJIepKaHMUs CIEAYIOIUX CBOWCTB
uH(pOpMaIUU:

- JOCTYNHOCTHM uWH(pOpMaluuud [ aBTOPU30BAHHBIX CYOBEKTOB JocTyna  (yCTOMYMBOTO
(YHKIIMOHMPOBAHUS CHCTEMBI, TPU KOTOPOM aBTOPU30BAaHHBIE CYOBEKTHI JOCTyNa HUMEIOT
BO3MOXXHOCTh MOJTYy4YeHHs] HEOOXO0AUMOMN MH(pOpMAIIH);



- LEJOCTHOCTM M AayTEHTUYHOCTH (MIOATBEPXKAECHUE AaBTOPCTBA) HWHGPOpPMAIMM, XPaHUMOH U
o0pabaTbIBaeMoil B cucteMax YUpexJIeHHs U TiepeiaBaeMoi 110 KaHaJlaM CBSI3H;

- KOHOQUAECHIMAIBbHOCTH — COXPAaHEHUs B TailHE ONpeNeNeHHOW 4YacTH HMH(pOpMAalMM, XPaHUMOM,
oOpabaTbiBaeMOil M TmepeAaBaeMoil MO KaHaimaM CBsi3U. HeoOXoauMblil ypOBEHb JIOCTYITHOCTH,
LIEJIOCTHOCTH U KOHOUIEHIHMAIBHOCTH HH(OpManuu oOecrneyuBaeTcss METOJaMH M CpelCTBaMH,
COOTBETCTBYIOIIMMHU MHOKECTBY 3HAUUMBIX yIpO3.

3.4. OcHOBHBIE 33/1a4l CHUCTEMBbI oO0ecriedeHus HHPOPMAIIMOHHON 0e301macHOCTH. [ moCTrKeHHs
OCHOBHOM IIeMM 3allUThl M oOecneueHus YKa3aHHBIX CBOWCTB HH(pOpMAIMKM  CUCTEMA
nH(pOpMalMOHHAas 6€30aCHOCTb JJOJKHA 00€CIIeYnBaTh PEIICHUE CIeIyIOIUX 3a1au:

- CBOEBPEMEHHOE BBISBICHME, OLIEHKAa U IMPOTHO3MPOBAHHE HMCTOYHHKOB Yrpo3 HMH(OpMAIMOHHON
0€30macHOCTH, MPUYMH H  YCIOBHI, CHOCOOCTBYIOUIMX HAHECEHHIO ymiepbda cyObekTaM
MH(GOPMALMOHHBIX OTHOLIEHUH, HAPYIIEHUIO HOPMAJIBHOTO ()YHKLIMOHUPOBAHUS CUCTEM;

- CO3/IaHUE MEXaHMU3Ma ONEPATUBHOTO PEarupOBaHUs Ha YrpO3bl O€30MaCHOCTH HH(OPMAIIHIH;

- CO3JaHUE YCJIOBUH s MMHHUMHU3ALUM U JIOKAIM3allMd HAHOCHMMOIO YyliepOa HempaBOMEpPHBIMU
NeUCTBUSAMHU (U3UUECKUX M IOPUAWYECKHUX JIML, OCJIa0JIeHHe HETaTHMBHOTO BIIMSHUS M JIMKBUJALUS
MOCJIEICTBUM HapyleHust 6€3011acHOCTH HH(pOopMaIH;

- 3aIIUTy OT BMEUIATEIbCTBA B IpOIecC (PYHKIIMOHUPOBAHUS CHCTEM YUpPEKIECHHUS MOCTOPOHHUX JIUI]
(roctynm K uHH(GOPMALMOHHBIM pecypcaM JOJDKHbI HMETh TOJbKO 3aperucTpUpOBaHHBIE B
YCTaHOBJICHHOM HOPS/JIKE M0JIb30BATENHN);

- pasrpaHMyeHHe JOCTYIa OoJb30BaTeNel K MH()OPMAIIMOHHBIM, allllapaTHbIM, IPOTPAMMHBIM U HHBIM
pecypcam - obecriedeHre J0CTyNa TOJIbKO K TEM pecypcaMm U BBIINOJIHEHUS TOJBKO TEX ONepaiuil ¢
HUMH, KOTOpbI€ HEOOXOAMMBI KOHKPETHBIM IOJIb30BAaTENsIM JJIsl BBINOJIHEHUS CBOUX CIIY>KE€OHBIX
00513aHHOCTEN;

- obecrieueHne ayTeHTH(UKALMU MOJb30BaTENeH, Y4YaCTBYIOUIMX B HH(POPMALUMOHHOM OOMEHe
(moaTBepIKACHNE TOJIMHHOCTH OTIIPABUTENS U TIOTy4aTess HH(GOPMAIIHN);

- 3aIlUTYy OT HECAHKUUOHUPOBAHHOM MOJIUGUKAIMM MCIOJIB3YEMbIX B CHUCTEMax MpPOrPaMMHBIX
CPEICTB, a TaKXE 3alIUTy CUCTEM OT BHEAPEHUS HECAaHKUMOHMPOBAHHBIX IPOrpPaMM, BKIIOYAs
KOMIIbIOTEPHBIE BUPYCHI;

- 3aIUTY HHAOPMAIMH OT YTEUYKH 110 TEXHUYECKHM KaHalaM Ipu ee 00padoTKe, XpaHEHHUH U Iepeaayde
10 KaHaJlaM CBSI3U.

3.5. OcHOBHBIE TYTH pPEIICHHUS 337a4 CHUCTEMbl MH(POPMALMOHHOW O€30MacHOCTH YUpEeKICHUS.
OcHoBHbIE L€ o0ecreyeHnss UHPOPMALMOHHOM 0€30MacHOCTH U pellleHHe MEepPEUnCIIEHHBIX BbIIIE
3a]1a4 JOCTUTAOTCS:

- yu€TOM BCeX MOJUIeKAIINX 3alIUTe MHOOPMAIIMOHHBIX CUCTEM Y UPEKICHUS;

- Y4€TOM JEeHCTBUI epcoHalia, OCYIIECTBISIONIEr0 00CIyKUBAaHUE U MOIU(UKAIINIO TPOTPAMMHBIX U
TEXHUYECKHUX CPEJICTB KOPIOPATUBHOW HHPOPMALIMOHHOM CUCTEMBI;

- TOJHOTOM, peaJbHON BBIMOJIHUMOCTBIO W HENPOTUBOPEUMBOCTHIO TPEOOBAHUN JIOKAIBbHBIX
HOPMATHBHBIX aKTOB YUpeXAeHUs M0 Borpocam obecnieueHust MHGopMaoHHON 6e301acHOCTH;

- IOATOTOBKOMW JOJKHOCTHBIX JIUI (PaOOTHUKOB), OTBETCTBEHHBIX 3a OpraHU3aIUI0

U OCYLIECTBJICHHE MPAKTUYECKUX MEPOIPUATHIL 110 oOecreueHN0 HHPOPMALMOHHOM 6e30MacHOCTH;

- HaJIeJICHUEM KaXXJ0ro paboTHHKA (MOJIb30BaTelNsl) YUpEKICHUS] MUHUMAIbHO HEOOXOAUMBIMU IS
BBIMOJIHEHUS! MM CBOMX (DYHKIMOHAJIBHBIX OO0S3aHHOCTEH TMOJHOMOYMSAMHU IO JIOCTYNy K
MH(OPMALIMOHHBIM pecypcaM YUpexIeHus;

- YeTKMM 3HaHUEM U CTPOTUM COOJIOJACHHWEM BCEMHU IOJb30BATENSIMU WH(GOPMAIMOHHBIX CHCTEM
VYupexnenus TpeOOBaHHM JTOKaIbHBIX HOPMAaTUBHBIX aKTOB YUpEKJIEHUS 10 BOIpocaM 00ecredeHHs
MH(POPMAIMOHHOH 0€30MacHOCTH;

- TIEpCOHAJIbHON OTBETCTBEHHOCTHIO 3a CBOM JAEMCTBHSI KaXJOro pabOTHUKA, B paMKax CBOHX
(GYHKIMOHATBHBIX 00s3aHHOCTE NMEIOIIETo JOCTYH K MH()OPMAIIMOHHBIM pecypcaM Y UpekIeHHs;

- HENpepbhIBHBIM  NOJJEpKaHUEM  HEOOXOAWMOIO  YPOBHS  3alllMIICHHOCTH  3JIEMEHTOB
MH(POPMAIIMOHHBIX CUCTEM Y UpeXICHUS,

- TNPUMEHEHHEM MPOTrpaMMHO-ANMNapaTHBIX CPEACTB 3alIUThl HMHQOpPMALMM U HENpepbIBHOU
aIMMHHUCTPATUBHON NOJAEPKKON X UCIIOIB30BAHUS;

- 2(QeKTUBHBIM KOHTPOJEM HaJa COOJIIOJIEHUEM TIOJIb30BaTESIMH HH(DOPMAIIMOHHBIX PECYPCOB
Yupexaenus TpedoBaHUil 110 obecneueHN0 HHPOPMAITMOHHONW OE€30MaCHOCTH.



IV. OcHoBHbBIE YTrpo3bl HHGOPMAITHOHHOH 0€30MACHOCTH Y UpeKIeHuUsl.

4.1. CymecTtByeT aBa BUAa yrpo3 HHGOPMAIMOHHON 0€30MacHOCTH
- HICKYCCTBEHHBIE — YIPO3bl, BbI3BAHHBIE JIEATEIHHOCTHIO YEIIOBEKA;

- €CTECTBEHHBIE — YTPO3bl, BEI3BAHHBIC BO3/ICHCTBUAMH HA MHPOPMALIMOHHYIO CUCTEMY H €€ FJIEMEHTHI
OOBEKTUBHBIX (U3NYECKUX MPOIECCOB TEXHOTEHHOTO XapakTepa WM CTUXUHHBIX MPUPOIHBIX
SIBJICHHI, HE 3aBUCIINX OT YEJIOBEKA.

4.2. Hanbonee 3HAaUMMBIMU YIpo3aMu HHPOPMAITMOHHON 0€301acHOCTH YUpexkaeHHs (crocodamMu
HaHeceHHs yiiepoa cyobekTaM HH()OPMAIIMOHHBIX OTHOIICHUH ) SIBIISFOTCS:

- HapymieHue (GYHKIMOHATBHOCTH KOMIIOHEHTOB HWH(GOPMAIMOHHBIX CHCTEM  YUpEKICHHUS,
OnmokupoBaHue HH(OpMAIMK, HApyUICHHE TEXHOJIOIMYECKHX IIPOLIECCOB, CPBIB CBOCBPEMEHHOIO
pelieHus 3a1ay;

- HapylUIeHHWE WEJIOCTHOCTU (UCKaKeHUe, IOJMEHa, YHHUYTOXKEHHE) HH(POPMALMOHHBIX PECypCcOB
Yupexaenus, a Takxke panbcudukanms (Moaaeska) T0KyMEeHTOB;

- HapyIlIeHue KOH(QUACHINATBFHOCTH (pa3rilalleHne, yTeuKa) MepCOHAIBHBIX TaHHBIX.

4.3. OCHOBHBIE UCTOUYHUKH YIpo3 HHHOPMAITMOHHONW O€30MaCHOCTH Y UPExKACHUS:

- HeTIpeJHaMepEeHHbIE (OINO0YHbIe, CIy4aiHbIe, O€3 3710r0 yMbICIa M KOPBICTHBIX IIeJeil) HapyIIeHus
YCTaHOBJICHHBIX PErjaMeHTOB cOopa, 00paboTku U meperdaud WHGOpMaIMU, a Takke TpeOoBaHUI
0e3omacHOCTH WHGPOpPMALMKM ¥ Jpyrue JEHCTBHS TIOJIb30BaTeNel WH(GOPMAIMOHHBIX CHCTEM
VYupexnenus (B TOM 4uciie paOOTHHUKOB, OTBEUAIOIIUX 3a OOCIHY>KMBaHHWE U aJIMUHUCTPUPOBAHHE
9JIEMEHTOB MH(OPMAIIMOHHBIX CHCTEM), MPHUBOSIINE K HEMPOM3BOAUTEIHHBIM 3aTpaTaM BPEMEHH H
PECYPCOB, pa3rialleHUIO CBeIEHUH OTPaHUYEHHOTO PacpoCTpaHEeHUs], MoTepe IIEeHHON HGOopMaIuu
WA HApyIIEHUIO pab0TOCTIOCOOHOCTH IEMEHTOB HH(POPMALIMOHHBIX CHCTEM;

- IpeIHaMepeHHbIe (B KOPBICTHBIX IENSX, 0 MPUHYKICHUIO TPETHUMH JIMLIAMH, CO 3JIbIM YMBICIIOM U
T.I.) ACUCTBUS JIETATHHO NOMYIIEHHBIX K HH()OPMAIIMOHHBIM pecypcaM YUpeKIeHHsI MMOJIb30BaTeNeH
(B TOM umcine paOOTHHKOB, OTBEYAIOIIMX 32 OOCITYXKHBaHHE M aJIMHUHUCTPHUPOBAHHE 3JIEMEHTOB
MH()OPMAIIMOHHBIX CUCTEM), KOTOPHIE NPHUBOJAT K HEMPOU3BOIUTEIBHBIM 3aTpaTaM BpPEMEHU H
PECYPCOB, pa3rlallieHHIO CBEACHUN OTPAaHUYEHHOTO PaCIpOCTPAHEHUs, MOTepe EHHON MH(pOpMAIIN
WA HAapyIICHUIO pab0TOCTIOCOOHOCTH I€MEHTOB HH(OPMAIIMOHHBIX CHCTEM Y UpeXKICHUS,

- yIAJIEHHOE HECAaHKIMOHHPOBAHHOE BMEIIATEIHCTBO MOCTOPOHHUX JIMIl U3 BHEIIHUX CEeTel 00Iero
HazHaueHus (Ipexkae Bcero uepe3 cerb MHTepHeT), yepe3 JierajbHble M HECAHKIIMOHUPOBAHHBIE
KaHaJbl TOJKIIOYCHHS K TAKUM CETSIM, UCTIOIb3Ysl HEAOCTAaTKH MPOTOKOJIOB OOMEHA, CPEJICTB 3allUTHI
W pasrpaHUYeHUs YAaJICHHOTO OCTYIa K MHPOPMALMOHHBIM pecypcam;

- OWIMOKH, JTOMYIIEHHbIE PU pa3pabdOTKe IIEMEHTOB WH(OPMAIMOHHBIX CHUCTEM YUPEXKIEHUS U UX
CHCTEM 3aIllUTHI, OMMOKH B IPOrPAMMHOM OOECIIEYEHUH, OTKA3bl U COOM TEXHUUECKHUX CPECTB (B TOM
YHCIie CPECTB 3aIIUTH HHPOPMAIIHH);

- TEXHUYECKHUE COOU AJIEMEHTOB UH(POPMAIIMOHHBIX CHCTEM.

4.4. Ilytu peanu3anuu yrpo3 HHPOPMALMOHHONW O€30MAaCHOCTH Y UpeKICHHUS.

4.4.1. Ilytm peanuzauuud HENpPEeJHAMEPEHHBIX HMCKYCCTBEHHBIX yrpo3  HH(POPMAIMOHHOMN
0€30MacHOCTH Y UpEeKICHHUS.

PaGotHuky ~ VYupexaeHus,  SBISIOIIMECS ~ aBTOPU30BAaHHBIMH  CYOBEKTaMH  JIOCTYyNa
MH()OPMALIMOHHBIX CHUCTEM, a TakkKe pabOTHUKHU, OOCIYKHBAIOIINE OTHENbHBIE AIEMEHTHI
WH()OPMAIMOHHBIX CHUCTEM, SIBISIOTCS BHYTPEHHUMH HWCTOYHUKAMHU CIIyYalHBIX BO3JICHCTBUH.
OcHOBHBIE TYyTH pealu3allid HEeMpeIHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHUBHBIX) YyIrpo3
nH(popMallMOHHON Oe30macHOCTH  YupexkIeHHs (AeMCTBUsI, COBEpIIaeMble JIIOJbMHU CIy4yailHO, IO
HE3HAHWI0, HEBHUMATEIILHOCTH WITU XaJaTHOCTH, U3 MIOOOMBITCTBA, HO 0€3 31I0T0 YMBICTA):

- HEOCTOPOXKHBIE JIEHCTBHS, TMPHUBOMSIINE K YACTHYHOMY WM TIOJIHOMY HapyIICHHUIO
(YHKITMOHATTBHOCTHU DJIEMEHTOB HH(POPMAIIMOHHBIX CUCTEM Y UPEKICHHS,

- HEOCTOPOXHBIE JIEHCTBHS, TPUBOMANIMNE K paslIIalIeHHI0 WHPOPMAIMU  OrpaHUYEHHOTO
pacrpocTpaHeHHsI WM JieNlatolye ee 00IIeJ0CTyHOM;

- pasriamnieHue, repefada WM yTpara aTpuOyTOB pa3rpaHUuYeHus AocTymna (KiIoued (JIOTHHOB),
napoJieil, KIIF0UYeBbIX HOCUTENIEH U T. I1.);

- ITHOPUPOBaHUE YCTAHOBIICHHBIX TPABHJI MPH paboTe ¢ HHOOPMAITMOHHBIMHI PECYPCaMHU;



- MPOEKTUPOBAHWE AJITOPUTMOB OOPaOOTKHM MaHHBIX, pa3paboTKa MPOrPaMMHOIO OOECHedYeHUs: C
BO3MOKHOCTSIMH, TPEACTABISIONMMH OMACHOCTh s (PYHKIIMOHUPOBaHUS MHPOPMALMOHHBIX CUCTEM
1 nH()OpPMAITMOHHOM 0€30MMacCHOCTH Y UPEKICHNUS;

- MepechUIKa MHPOPMAILIUHU 110 OUTHOOYHOMY 3JIEKTPOHHOMY aapecy (yCTpOHCTBa); BBOJA OIIMOOYHBIX
JTAaHHBIX;

- HEOCTOPOXKHAsI MopYa HocuTeneil nupopmamm;

- HEOCTOPOXKHOE MOBPEKICHUE KAHAJIOB CBSI3U;

- HempaBOMEPHOE OTKIIOYCHHE OO0OpYIOBaHMA WM H3MEHEHHE PEKHUMOB pPAOOTHI 3JIEMEHTOB
MH(OPMALIMOHHBIX CUCTEM;

- 3apakeHHe KOMITbIOTEPOB BUPYCAMH;

- HECAHKIIMOHUPOBAHHBIM 3allyCK TEXHOJOTUYECKUX IPOTPAMM, CIIOCOOHBIX BBI3BaTh IOTEPIO
paboToCrOCOOHOCTH JIEMEHTOB MH(OPMALIMOHHBIX CHCTEM HIIM OCYILECTBISIOUIUX HEOOpaTUMBIE B
HUX Wu3MeHeHHs ((PopMaTUpOBAaHHE WIM PECTPYKTYpHU3ALUIO HOCHTENeH WH(pOpMaluu, yAaJeHHe
JTAHHBIX );

- HEKOMIIETEHTHOE UCII0JIb30BaHUE, HACTPOMKA UM HEIPAaBOMEPHOE OTKJIFOYEHHUE CPENICTB 3ALUTHI.

4.42. Ilytu peanuzanuu  NpeAHAMEPEHHBIX  HCKYCCTBEHHBIX  (CYOBEKTHUBHBIX)  YIpo3
MH(POPMAIIMOHHOHN 0€301MacHOCTH.

OcHOBHBIE BO3MOXKHBIE IYTH YMBIIUJICHHONW Je30praHu3anuu paboThl, BHIBOJA 3JIEMEHTOB
WHPOPMAIIMOHHBIX CHUCTEM U3 CTPOs, HECAHKIMOHUPOBAHHOTO JocTyna K wuHpopMamun (c
KOPBICTHBIMHU LEJSIMH, 110 PUHYKICHHIO, U3 JKEJIaHHUSI OTOMCTHUTH):

- YMBIIUICHHBbIE  JEHCTBUS, NPUBOAAIIME K YAaCTUYHOMY WJIM [OJHOMY  HApyLIEHUIO
(YHKITMOHATTBHOCTHU 3JIEMEHTOB HMH(POPMAIIMOHHBIX CUCTEM Y UPEKICHHUS,

- JeHCTBHSA TO Je30praHu3anii  (QyHKIMOHUPOBaHHA WH(GOPMAIMOHHBIX CHCTEM YUPEKICHHUS,
XHUIIEHUE DJIIEKTPOHHBIX JOKYMEHTOB U HOcUTenei uH(opManuu; HECAHKIIMOHUPOBAHHOE
KOIIMPOBAHHUE 3JIEKTPOHHBIX TOKYMEHTOB M HOCUTENEH MH(POpMaLUY;

- YMBILIUIEHHOE HUCKa)keHre HH(GOpMaIuu, BBOJI HEBEPHBIX JaHHBIX;

- OTKJIIOYEHHE WJIM BBIBOJ U3 CTPOS MOJCHCTEM oOecreueHuss (YHKIMOHUPOBAHUS DJIEMEHTOB
MH(OPMALIMOHHBIX CHCTEM (RJIEKTPONMTAHUSA, OXJAXKIEHUS W BEHTWISLMU, JIMHUN U anmnaparypsl
CBSI3H);

- IepexBart JaHHbIX, [Iepe/laBaeMbIX M0 KaHallaM CBSI3U U UX aHAJIN3;

- HE3aKOHHOE TIoJyyeHHe aTpuOyTOB pasrpaHUyeHUs] JOCTyna (MCIONb3ysd XaJlaTHOCThb
M0JIb30BaTeNeH, MyTeM MOJIEIIKH, 10100pa napois);

- HECaHKIMOHMPOBAHHBIA JIOCTYH K pecypcaMm HH(GOPMAIMOHHBIX CHUCTEM C paboyuX CTaHIMH
aBTOPHU30BAaHHBIX CYOBEKTOB JAOCTYIIA;

- XUIIEHNWE WIH BCKPHITHE HIU(PPOB KPUNTO3AIUTHI HH(OPMALINK;

- BHEJPEHHUE alllapaTHbIX U MPOTPaMMHBIX 3aKJIAJOK C LEJIBI0 CKPBITHO OCYIIECTBIISATH AOCTYI K
MH(OPMALIMOHHBIM  pecypcam WM Je30praHu3aluu (YHKIIMOHUPOBAHMUSI ~ DJIEMEHTOB
MH(GOPMAIIMOHHBIX CUCTEM Y UpeX/IeHUS,

- HE3aKOHHOE MCIIOJb30BaHHUE AJIEMEHTOB MH(POPMAIMOHHBIX CHUCTEM, Hapyllaollee MpaBa TPEThUX
i

- IpPUMEHEHUE MOJCIYIIMBAIOIINX YCTPOMCTB, POTO M BUAECO ChEMKA JUIsl HECAaHKIMOHMPOBAHHOIO
cheMa nH(pOpMaIUu.

4.5. IlyTu peanu3anuu OCHOBHBIX €CTECTBEHHBIX YIrp0o3 MH(POPMAIIMOHHOM 0€301acHOCTH:

- BBIXOJ U3 CTpOsi 00OpyAOBaHHUS HMH(OPMAIMOHHBIX CHUCTEM U OOOpPYAOBaHUS OOECIEUEHMs €ro
(GyHKIIMOHUPOBAHMS,

- BBIXOJ] U3 CTPOS MJIM HEBO3MOYKHOCTb HCIIOJIb30BAaHUS JTMHUN CBA3H;

- IO’Kaphl U CTUXUKHBIE O€/1CTBUS.

4.6. Mozenb BO3MOKHBIX HapyLIUTENEH.

4.6.1. Tuns! HapymmTENEn:

C y4eTom KaTeropuu JINIl, MOTUBAIINH, KBATU(UKAIINY, HATWMYHS CIICIIUATbHBIX CPEICTB:

HexkommeTeHTHBI (HEBHUMATENBHBIN) TOJB30BaTelb — PaOOTHUK Yupexnenus (vwim
MOJIpa3/ieIeHus] BHEIIHEW OpraHu3aliiy, 3aHUMaromeiicss 00CIy)kuBaHueM MH()OPMAIIMOHHBIX CUCTEM
Yupexaenus), NpeanpUHUMAIONIANA TOMBITKA BBIMOTHEHUS 3alpPENICHHBIX JEHCTBHMA, IOCTyMa K
3alIMIAeMbIM pecypcaM HH(GOPMAIIMOHHBIX CHUCTEM C MPEBBIIICHHEM CBOMX MHOJHOMOYH, BBOJAA



HEKOPPEKTHBIX JaHHBIX, HAPYLICHUs MPaBWI U PErJaMeHTOB paboThl ¢ MH(pOpMalMel, eHCTBys 10
omnOKe, HEKOMIIETEHTHOCTH WJIM XaJlaTHOCTH 0€3 yMbICIa M HCIOJIB3YIOIIMKA TMPH 3TOM TOJIBKO
LITATHBIE CPENICTBA;

Jrobutens — pabOTHUK VYupexpaenus (WM TOApa3Je/iCHUsT BHEIIHEW OpTraHH3alluH,
3aHUMaloIIENCs 00CTyKMBaHUEM MH(OPMAIIMOHHBIX CUCTEM YUpPEXKAEHUs), IbITAIOIIUNACS HAPYIIUTh
CHCTEMY 3alUThl 0€3 KOPHICTHBIX LEJIEeH, YMBICIIA WU TSl CAMOYTBEPIKICHHSL.

ITpu 3TOM HCHIONIB3YIOTCA Pa3IUYHbIE METO/BI IIOJYyYEHHUS JOTIOJHUTEIbHBIX IIOJHOMOYMM JOCTYyIIa
K pecypcaM, HEIOCTaTKH B IOCTPOEHHM CUCTEMBI 3AIIMTHI U JOCTYIIHBIE €My IITaTHBIE CpPEACTBa
(HeCaHKIIMOHUPOBAHHbIE JEHCTBUS OCPEACTBOM MPEBBILIEHNUS CBOUX MOJHOMOYMIA Ha UCIIOJIb30BaHUE
pa3pelIeHHbIX CpPEACTB), HELITaTHblE WHCTPYMEHTAJIbHBIE M TEXHOJIOTMYECKHE IPOrpaMMHBIE
CPEICTBA, CAMOCTOSATEIBHO pa3padOTaHHBIE IPOrpPaMMbl WM CTaHAAPTHBIE JONOJHUTEIbHBIC
TEXHUYECKHE CPEICTBA.

BuyTtpenHuii (BHEUIHMIA) 3JI0YMBINUICHHUK - aBTOPH30BAHHBIA CYOBEKT J0CTyma (IOCTOPOHHEE
JMI0) JAEUCTBYIOUIMH LIE€JICHANPaBICHHO (B TOM 4YHCIE B CrOBOpE C JIMIIAMH, HE SBJISIOIIUMUCS
pabotHukamu Yupexxaenus). [Ipy 5ToM HCHONB3YIOTCS METOABI M CPEICTBA B3JIOMA CHCTEMBI 3alUTHI,
BKJIIOYAsl areHTypHbIE METO/bl, IACCUBHBIE CPEACTBA (TEXHUYECKUE CPEACTBA IepexBara), METOJbl U
CpeAcTBa aKTHBHOTO BO3JCHCTBUSA (MOAM(UKALNS TEXHHUYECKUX CPEACTB, MOAKIIOUCHHE K KaHaJlaM
nepelayd  JJaHHBIX, BHEAPEHUE IMPOrpaMMHBIX 3aKJI3JOK M  HCIOJIB30BAHME  CIIEUAJIBHBIX
MHCTPYMEHTAJIBHBIX M TEXHOJOTMYECKMX IpOrpaMM), a TakKe KOMOMHAIMM BO3JEHCTBUM, Kak
U3HYTPH, TaK U U3BHE YUPEKICHUS.

4.6.2. BHyTpeHHUE HapYILIUTEIN:

BHyTpeHHUM HapymmTeneM MOXeT ObITh JIMIO U3 CIEAYIOIIUX KaTeropuid pabOTHUKOB
Yupexaenus:
- 3aperucTPUPOBAHHBIC II0JIB30BATEIM U IEPCOHAN, OOCIYKUBAIOIIUN TEXHUYECKUE CpPEeACTBa
MH(GOPMAIIMOHHBIX CHCTEM Y UpeXICHUS,
- paOOTHUKHU, B TOM YHUCJIC PYKOBOAMUTEINH, HE SBISIOIIMECS 3aPErMCTPUPOBAHHBIMU OJIb30BATEISIMU U
HE JIOMYIIEHHbIE K MH(POPMAIMOHHBIM pecypcaM YUpeKJEHHUs, HO MMEIOUIUE AOCTYNl B 3/1aHUs U
IIOMEILEHUS;
- paOOTHUKM, B TOM YHUCJIE PYKOBOAMUTEIM, 3aJ€HCTBOBaHHBbIE B pa3pabOTKE U COINPOBOXKIACHUU
IIPOrpaMMHOr0 00ecreueHHs..

4.6.3. BHeuIHue HapyIIUTEINN

BHemHuM HapymmTeneM MOXeT ObITh JIUIO U3 CIEAYIOIUX KaTeropuid:
- paboOTHUKN YUpexK/IeHus, C KOTOPBIMU MpPEKpalleH (pacTOprHyT) TPYIOBOM J1I0TOBOP;
- NpPEJCTAaBUTENIM BHEUIHUX OpraHU3alMid, 3aHMMAIOLIMXCS pa3pabOTKOM, MOCTaBKOH, PEMOHTOM U
00CITy’KMBaHUEM 3JIEMEHTOB HH()OPMALIMOHHBIX CUCTEM;
- WIEHBI IPECTYIHBIX OpraHU3alUil U JINLA, IEHCTBYIOIINE N0 UX 3aJaHHIO;
- IMLA, CIy4allHO UM YMBIIUJIEHHO IPOHUKIIHNE B JIOKATbHYIO BHIYUCIUTENBHYIO CETh Y UpEeXKIECHUS U3
BHEIIIHUX TEJIEKOMMYHHKAIIMOHHBIX CETeH (XaKepsbl);
- aIMUHHUCTPATOPhl aBTOMATU3UPOBAHHBIX CUCTEM Y UPEKIACHMSI, UMEIOLINE HEOTPaHUUEHHBIA JOCTYI
K UHPOPMALIMOHHBIM pecypcaM KOMIIOHEHTOB KOPIOPATUBHOW HH(POPMALMOHHON CHUCTEMBI.
AJMUHUCTpPATOpPBl aBTOMATHU3MPOBAHHBIX CHUCTEM MOTYT OTHOCHUTBCA KaK K BHEIIHUM, TaK U K
BHYTPEHHUM HapyLINUTEISIM.

4.7. Yrteuka wuHpoOpMAIMM 10 TEXHUYECKMM KaHaiaMm. [Ipu mnpoBeneHHH MeponpusTUd U
IKCIUTyaTaliy TEXHUUYECKUX CPEJICTB YCTAaHABIMBAKOTCS CIEAYIOLIME KaHAIbl YTEUKH WIM HapyLICHUS
L[EJI0CTHOCTH MH(OpMaIuK, HApYLIEHUS] pab0TOCTIOCOOHOCTH TEXHUUECKUX CPEICTB:

- 1MOOOYHBIE 3IEKTPOMArHUTHBIE H3IY4YEeHUS HMHPOPMATUBHOTO CUTHAJA OT TEXHUYECKUX CPENCTB
VYupexneHus u TMHUN niepegayn nHGopMalny;

- HaBOAKM HMH(POPMATUBHOTO CHUTHANA, 0O0pabaThIBAEMOr0 TEXHHUUYECKUMH CPEJICTBAMHU JIOKAJIbHON
BBIYHCIIUTENLHOM ceTn Yupek/IeHus, Ha MPOBO/ia U JINHUH, BBIXOAIIHUE 32 MPEeNIbl KOHTPOIUPYEMO
30HBI YUpPEXACHHUS, B T.4. Ha LIETIH 3a3€MJICHUS U DJIEKTPOIIUTAHUS;

- JJIEKTPUYECKUE CHUTHAIbl WM pPaTUOU3IYydYeHHUs, OOYyCIOBJIEHHbIE BO3JIEHCTBHEM Ha CpeACTBa
nepeaayy MHPOPMALMU BBICOKOYACTOTHBIX CHUTHAJIOB, CO3/JaBa€MbIX C IMOMOIIBIO pa3BebIBaTeIbHON
anmnapatypsl, o 3QUpy U MpoBoOJaM, JUOO CUTHAIOB MPOMBIIUIEHHBIX PAaAHMOTEXHUYECKUX YCTPONUCTB
(pazuoBemiaTeabHbIE, PAMOIOKAIIMOHHbIE CTAHIIUHU, CPEJICTBA PAMOCBS3H U T.I1.), U MOAYJIALUEH UX



MH(OPMATUBHBIM CUTHAJIOM;

- aKyCTHYeCKOe HU3JIy4YeHHe HH(OPMATHBHOTO PEUYEBOIO CHUTHAjla WJIM CHUTHaja, OOYCIOBICHHOTO
(YHKIIMOHUPOBAHWEM TEXHUYECKUX CPENICTB 00padOTKHU HH(POpMAIUU;

- DJIEKTPUYECKUE CHTHAJIBI, BO3HUKAIOIINE TTOCPEICTBOM MpeoOpa3oBaHusl HH(POPMAaTUBHOTO CHUTHAJIA
U3 aKyCTHYECKOI'0 B AJIEKTPUYECKUH 3a cueT MUKPOPOHHOro 3(dekTa U pacupoCTpaHSIOMHUecs Mo
MIPOBOJIAM U JIMHUSAM TIepeiaun HHPOpMaLnu;

- BHUOpallMOHHBIE CUTHAJbl, BO3HHUKAIOLIUE IOCPEICTBOM IMpeoOpa3oBaHusl HHPOPMATHUBHOIO
aKyCTHYECKOTO CHUTHajla TPU BO3JCHCTBHM €r0 Ha CTPOUTENbHBbIE KOHCTPYKIMU W HH)KEHEPHO-
TEXHUYECKHE KOMMYHUKAIIUH BBIJEICHHBIX TOMEIIECHUII;

- BO3JCHCTBHE Ha TEXHUYECKHE WU MPOrpaMMHBIE CpEACTBa B LEISAX HAPYLIEHUS LEIOCTHOCTU
(YHHUTOXEHHS, HCKaKEHHs) HH(opManuu, pabdoTOCHOCOOHOCTH TEXHHUYECKUX CpEACTB, CPEICTB
3amuThl UH()OPMALMK, aJpPEeCHOCTH M CBOEBPEMEHHOCTH HH(OPMAIIMOHHOTO OOMEHa, B TOM YHUCIE
AJIEKTPOMArHUTHOE, 4Yepe3 CIEHUAIbHO BHEAPCHHBIC JJIEKTPOHHBIE M MPOrpaMMHBIE CpPEICTBA
(«3akmagKm»);

- mepexBaT MH(OpMaIK UM BO3JEHCTBHE HA HEE C MCIOJIb30BAaHHUEM TEXHUYECKHUX CPEJCTB MOXKET
BECTUChH HEMOCPEJCTBEHHO U3 3/1aHUM, PACIOJIOKEHHBIX B HEMOCPEICTBEHHOM OJIM30CTH OT OOBEKTa,
MECT BPEMEHHOTO MpeObIBaHMS, 3aMHTEPECOBAHHBIX B IepexBaTe MHPOPMALMU MM BO3ACHCTBUH Ha
Hee JHI] MPH MOCEUICHUH UMHU YUPEKICHHs, a TaKKE C IMOMOIIBI0 CKPBITHO YyCTaHABIMBAEMOM
ABTOHOMHOW aBTOMAaTHYECKOM armaparypsl.

V. OcHOBHbIE NPUHIUIIBI IOCTPOEHHUS CHCTEMbI 3aIIMTHI HHPOPMALMH.

[TocTpoeHre cucTeMBbl 3alIUTHI MHPOPMAIMK YUpexJIeHus U ee (DYHKIMOHHPOBAHHUE JIOJDKHBI
OCYIIECTBIISITECSA B COOTBETCTBUU CO CJICTYIOIIUMU OCHOBHBIMU ITPUHITUIIAMHU:

5.1. 3aKOHHOCT®.

[IpenmosiaraeT OCYIIECTBICHUE 3allUTHBIX MEPONPHUATHA ¥ pa3paOdO0TKy CHCTEMBI 3aIIUThI
uHpopManud YUpeKICHUs] B COOTBETCTBHHM C JEHCTBYIOIIMM 3aKOHOJATEILCTBOM B O00JACTH
nHpopmanuy, nHGOpPMATH3AIMK U 3aIMUTH UHPOPMAITUH, a TAK)Ke JPYTrUX HOPMATHBHBIX aKTOB IO
nH(OPMALIMOHHON 0E€30MaCHOCTH, YTBEPKACHHBIX OpraHaMH rOCy1apCTBEHHOM BIACTH.

[TpunsiThie Mepsl HWHPOPMAIMOHHONH OE30IMaCHOCTH HE JIOJDKHBI TPEMSTCTBOBATH JIOCTYITY
MPaBOOXPAHUTENBHBIX OpPraHOB B IPEIYCMOTPEHHBIX 3aKOHOJATEIbCTBOM CIydasX K pecypcam
KOHKPETHBIX HH(GOPMAIIMOHHBIX CHUCTeM. Bce monb3oBaTenn HHPOPMAIIMOHHBIX CUCTEM Y UpEkKICHUS
JOJKHBI UMETh MpeJICTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIICHHS B 00JIacTH HHGOPMAIUH.

5.2. CUCTEMHOCTSb.

CucTeMHBIN TOIX0/ K MOCTPOSHUIO CUCTEMBI 3alIUThl HHPOPMAIH B YUPEKICHUH MPEATOIaracT
y4eT BCEX B3aMMOCBSI3aHHBIX, B3aUMOJICHCTBYIOIIUX M HM3MEHSIONIMXCS BO BPEMEHHU HIIEMEHTOB,
ycrnoBUM M (aKkTOpOB, 3HAYMMBIX [UIsI TOHUMAHUS MW PpEHIeHHs MpoOleMbl obecredeHus
nH(pOpMaMOHHON Oe30macHOCTH YupexaeHus. [Ipu co3gaHuu CUCTEMBI 3aIUThl YUYUTHIBAIOTCS BCE
cnabple U Haubosee ys3BUMble MecTa WHGOPMAIMOHHBIX CHUCTEM YUpEeXIEHHUs, a TakKe XapakrTep,
BO3MOXKHbIE OOBEKTHl M HAmpaBlIeHWs] arak Ha HEE €O CTOPOHBI HAPYIIUTENCH, IyTH
HECaHKIMOHUPOBAHHOTO JIocTyna K uHopMmaruu. CucTemMa 3alluThl JTOMKHA CTPOUTHCS C y4ETOM
BO3MO>KHOCTH TIOSIBJICHUS] TPUHITUTTHATBFHO HOBBIX MyTEH peain3aliiu yrpo3 0€301macHOCTH.

5.3. KOMIIJIEKCHOCTb.

KoMmrusiekcHOe  UCIONIb30BaHWE METOJIOB M CPEICTB  3alIUTHl  MH()OPMAIMOHHBIX CHUCTEM
MpEeANoJiaraeT CoriacOBaHHOE MPUMEHEHHE MPOrPAMMHBIX U TEXHHUYECKUX CPEJICTB MPU MOCTPOCHUU
[IETIOCTHOW CHUCTEMBI 3alllUThI, TIEPEKPHIBAIOIICH BCE 3HAUMMbIC KaHAJIBI peaju3ali yrpo3. 3aiura
JOJDKHA CTPOMTHCS DIIEJIOHUPOBAHO. BHeEmIHss 3ammrTa J0DKHA obecrednBaThes (DU3MYECKHUMHU
CpelCTBaMH, OPTaHU3AIMOHHBIMHU ¥ TIPABOBBIMH MEPAMH.

5.4. HenpepbIBHOCTH 3aLIUTHI.

Jns olecriedeHuss  3TOrO  MPUHIMNA  HEOOXOAMMA  TIOCTOSIHHAsE — OpTaHM3aIlMOHHAs
(amMUHUCTpAaTHBHASA) TMOJAEPKKA (CBOCBPEMEHHAs CMeHa U oOecreueHre MPaBUILHOTO XpaHEHUsS U
MPUMEHEHUsI MMEH, Tapojiel, Kirouell mmdpoBaHus, mepepacnpeseneHne noanomounii). [lopsmok
MOJIy4eHUs JOCTYyIa K HHPOPMAIIMOHHBIM pecypcaM periaMeHTupyercss B MHCTpyKIMY MOJIb30BaTes,
OCYIIECTBJISIONIET0 00pabOTKY MEPCOHATBHBIX TAHHBIX HA 00HEKTaX BBIUNCIUTEIHHON TEXHUKH.



5.5. CBOEBpEMEHHOCTb.

[Ipeamnonaraercs ynpexxaaromuii xapakrep Mep odecredeHus: nH(GOPMAIIMOHHON O€30MaCHOCTH, TO
€CTh IIOCTAaHOBKA 3ajjad 10 KOMIUIEKCHOM 3ammre MH(pOpMaluu W pealu3anus Mep obecredeHus
0e30macHOCTH MH(POPMALMU Ha PAaHHHUX CTAAUAX Pa3pabOTKU MH(POPMAIMOHHBIX cUcTeM. Pa3paboTka
CHCTEMBI 3aIlUThl BEAETCS MapajljiesbHO C pa3pabOTKON M pa3BUTHEM caMOM MOAJEKallel 3aliuTe
MH(POPMALIMOHHOHN CUCTEMBI.

5.6. [IpeeMCTBEHHOCTh M COBEPIIICHCTBOBAHUE.

[Ipeamnonaraer NOCTOSHHOE COBEPILIEHCTBOBAHUE MEP M CPEJACTB 3AIIUTHI HHPOPMALIUK Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHUX pPELICHUH, KaJpoBOI0 COCTaBa, aHaJIN3a
(GYHKIMOHUPOBAHUS UH(OPMALIMOHHBIX CUCTEM YUpPEXKIEHUS U CUCTEM MH(OPMALMOHHOHN 3aLUTHI C
y4eTOM M3MEHEHUH B METOJIaX M CPEACTBAX MepexBaTa WH(POpMAIMK, HOPMATHUBHBIX TPEOOBAHUH 11O
3alIUTe, JOCTUTHYTOI'O OTEUECTBEHHOI'O U 3apyOe’KHOI0 OIbITa B 3TOM 001acTH.

5.7. IlepcoHanbHasi OTBETCTBEHHOCTb.

[Ipeanonaraer BO3j10KEHUE OTBETCTBEHHOCTH 3a oOecrieueHHe MH(OpMAIMOHHON 0e3011aCHOCTH
Ha KaXA0ro pabOTHHMKAa B TMpelesiax ero IOJHOMOYMH. B COOTBETCTBHM € STHUM HPUHIUIIOM
pacripeieieHue 1paB 1 0043aHHOCTEH paOOTHUKOB CTPOUTCS TAKMM 00pa3oM, 4TOOBI B ciydae JH000ro
HapyLIEHUs KpYT BUHOBHUKOB OBbL UETKO U3BECTEH UJIM CBEJIEH K MUHUMYMY.

5.8. MuHuMuU3ausa DoJIHOMOYMIA.

[Ipenmosnaraer mpenocTaBlI€HUE MOJb30BATENSIM MUHUMAJIBHBIX IIPAaB JIOCTyIla B COOTBETCTBUU CO
clly’keOHOIl HeoOxonumocThio. JlocTynm K MH(pOpMaLUU JOJKEH MPEJOCTaBIIATHCS TOJIBKO B TOM
ciydyae U 00bEMeE, eclu 3TO HEOOXOIUMO pPAOOTHUKY JUIsl BBITIOJIHEHHS €ro JOJDKHOCTHBIX
00s13aHHOCTEH.

5.9. I'mbxocTh cucTemMbl HHPOPMAITMOHHON 0€30IaCHOCTH.

[Ipeanonaraer cnocoOHOCTh CHCTEMbl HH(POPMALMOHHOM O€30MacHOCTH pearupoBaTh Ha
M3MEHEHUs BHEIIHEW CPEbl U YCIOBUM OCYLIECTBICHUS Y UPEXKICHUEM CBOEH IEATEIbHOCTU. B uncio
TaKUX U3MEHEHHUH BXOJIAT:

- U3MEHEHHsI OPTaHU3ALMOHHON U INTaTHOM CTPYKTYPHI Y UpEKACHUS;
- U3MEHEHHE CYUIECTBYIOIINX UM BHEAPEHHE NPUHIUIHNAIBHO HOBBIX MH(POPMALIMOHHBIX CUCTEM;
- BBO/JI B OKCIUTyaTall0 HOBBIX TEXHUUECKUX CPECTB.

5.10. IIpocToTa NPpUMEHEHUS CPE/ICTB 3AILUTHL.

MexaHu3Mbl U METOIbI CHUCTEMBI 3alIUTHl MH(GOPMAIMH JOJDKHBI OBITh MOHATHBI W TPOCTHI B
ucnoyb30BaHuu. [IpuMeHeHne cpencTB U METOAOB 3alllUThl HE CBSI3aHO CO 3HAHHMEM CIIELMAJIbHBIX
SI3BIKOB WJIM C BBINIOJIHEHUEM JEHCTBHH, TpeOYyIOMMX 3HAUUTEIbHBIX JOMOJHUTENbHBIX TPYA03aTpaT
npu oOBIYHON paboTe 3aperMCTPUPOBAHHBIX IOJIb30BATENEH, a Takke He TpeOyeT OT IOJIb30BaTels
BBITIOJTHEHUS] MAJIOTIOHSATHBIX €My OTlepariuil.

5.11. O60CHOBaHHOCTh M TEXHUYECKAsl PEATU3YEMOCTb.

[Ipenmnonaraer, 4To WHPOPMAIMOHHBIE TEXHOJOIMHM, TEXHUYECKHME M IPOrpaMMHBIE CpEJCTBa,
CpeAcTBa M Mepbl 3allUThl MHPOPMALMU peaTu3yloTCs Ha COBPEMEHHOM TEXHHUYECKOM YpPOBHE U
00OCHOBaHbI ISl JIOCTHXKEHHS 3a/laHHOTO YPOBHS 0€30MacHOCTHM HH(GOpMaluu UM 3KOHOMUYECKOU
11eJIeCO00Pa3HOCTH, a TaKXe COOTBETCTBYIOT YCTAHOBJIEHHBIM HOpMaM H TpeOOBaHUSAM IO
0€e30MacHOCTH HH(OPMALIUH.

5.12. Cnenuanuzaius 1 npodeccuoHalInu3M.

[Ipenmonaraer nmpuBieueHUE K pa3pabOTKEe CPEACTB U pealu3allud Mep 3alluThl MHPOpMaluu
CMEeLMAIN3UPOBAHHBIX OpraHU3aluii, Handoiee NOArOTOBIEHHBIX K KOHKPETHOMY BHUJY JI€STEIbHOCTH
o obecrneyeHnto 6e30MacHOCTH UH(POPMALIMOHHBIX PECYPCOB, UMEIOIIMX OIBIT MPAaKTUYECKON paboThI
U TOCYIapCTBEHHYIO JIMIEH3UI0 Ha TpaBO OKa3aHWs yciayr B 93Toi oOmactu. Peanumzanus
aJIMMHHUCTPATUBHBIX MEp M OJKCIUTyaTallusl CPEJACTB 3allUThl OCYLIECTBISIETCS MNPOPECCHOHATBHO
MOJITOTOBJICHHBIMU CHEIMATUCTAMH 3aLUThl UHQOPMAIMU Y UPEIKICHHUS.

5.13. O6s13aTeNIbHOCTh KOHTPOJIS.

[Ipeamonaraer 0053aTENBHOCTE M CBOEBPEMEHHOCTb BBISBICHUS M IPECEYEHUs TOMBITOK
HapyLICHUs YCTAaHOBJICHHBIX MpaBuiI obecrieyeHus: 0e30MmacHOCTH HHPOpMAIUH.

KoHTpomb 3a AesSTeTbHOCTHIO JII0OOr0 MOIh30BATENS, KAXKJIOTO0 CPEACTBA 3aALIUTHI U B OTHOIIEHUH
m000r0 00BEKTa 3aIIUTHI OCYIIECTBIISIETCS HA OCHOBE MPUMEHEHUS CPEICTB ONEPAaTUBHOTO KOHTPOJIS
U PEerucTpallil W OXBaThIBAaeT CAHKIMOHHUPOBAHHbIE U HECAaHKLIMOHHWPOBAaHHBIE JIEHCTBUA



nonb3oBareicii. BrIgBIeHHbIE pAaOOTHHKAMU  YUPEXKACHHUS  HEIOCTATKH CHCTEMBI  3aIUThI
uH(pOpMalUK JOBOJSATCS IO CBEIEHHUS HEMOCPEACTBEHHOrO pykoBoauTens. O CyIIeCTBEHHBIX
HEJIOCTaTKaX COOOIIACTCS PYKOBOIUTENIO Y UPEIKICHUS.

V1. Mepsl, MeToabI M cpecTBa obecneyeHusi HHPOPMAIMOHHOI 0e301IACHOCTH.

6.1. Mepsl oOecniedueHrs HHOOPMATMOHHON OE30ITaCHOCTH.

6.1.1. 3akoHonaTenbHBIC (IIPABOBBIE) MEphl oOOecredeHUs: WHPOPMAIMOHHONW O€30MacHOCTH K
NIPaBOBBIM MepaM oOecreyeHus HHPOPMALMOHHON O€30MacCHOCTH OTHOCATCS JCHWCTBYIOIIUE B
Poccuiickoit ®Denepannu 3aKOHOJATENBHBIE W HMHBIE HOPMATUBHBIE AaKThl, perjiaMEeHTHPYIOIIHE
npaBuia oOpamieHuss ¢ uH(OpMAaIMel, 3aKpeIuIioNIe TMpaBa M O0A3aHHOCTH yYaCTHUKOB
MH(OPMALIMOHHBIX OTHOIICHUNH B Tmpolecce ee oO0paOdOTKM M UCHOJb30BaHUS, a TaKxKe
yCTaHABJIMBAIOIINE OTBETCTBEHHOCTh 3a HApYLIEHMs 3TuUX mnpaBui. IIpaBoBble Mepbl oOecriedeHus
MH(OPMALIMOHHON O€30MaCHOCTH HOCAT YNPEXKIAIOIIUN, MPOPHIAKTUYECKUN XapakTep U TpeOyroT
MOCTOSTHHOM ~ pa3bsCHUTENBHON pPa0OThl C TIOJB30BATENSAMU M OOCIYXHBAIOIIUM IEPCOHATIOM
MH(OPMALIMOHHBIX CUCTEM Y UPEKICHUSI.

6.1.2. TexHomorMuecKue Mepbl odecrieyeHus: HHPOPMALMOHHOW 0€30MacHOCTH K JaHHOMY BUIY
Mep obecrieueHUs MHGPOPMAIIMOHHON O€30MacCHOCTU OTHOCSTCS TEXHOJOTUYECKUE PpEeUICHHs WU
NPUEMBI, HANpPaBJICHHbIE HAa YMEHBIICHHE BO3MOXXHOCTH COBEpIICHUS PaOOTHUKAMHU OIIMOOK H
HapYIICHUI B paMKaX MPEJIOCTABICHHBIX UM IIPAB U TOTHOMOYHIA.

6.1.3. OpraHuzanuoHHble (aJMUHUCTPAaTHUBHBIE) Mepbl oOecrneueHuss HHG(OPMALMOHHON
0€30MMacHOCTH.

OpranuzanuoHHble (aJIMHHHCTPATHBHBIC) MEpbl oOecrieueHuss HHPOPMAITMOHHONH OS30MacHOCTH —
3TO  MEphl OPraHMU3AIOHHOTO XapakTepa, PEerJaMeHTHPYIOIIME MPOUECChl (PYHKIIMOHUPOBAHUS
CHCTEMBbl O0pabOTKM JaHHBIX, HCIIONB30BaHUE €€ PEeCypcoB, IESITEIBHOCTh OOCITYKHBAIOIIETO
MepCcoHaNa, a Tak)Ke MOPSA0K B3aMMOCHCTBHS MOJIb30BAaTENIeH ¢ CUCTEMON TaKMM 00pazoM, YTOOBI B
HauOOJIbIIeH CTENEHH 3aTPYAHUTH WM UCKJIIOYUTH BO3MOXKHOCTH pealu3aliil yrpo3 0e30macHOCTH
WM CHU3UTH pa3Mep MOoTeph B Ciiydae Ux peanusanud. OpraHu3alliOHHBIMU (aIMUHUCTPATUBHBIMH)
Mepamu obecrieueHust HHPOPMAIIMOHHON O€30MaCHOCTH SIBJISIOTCS:

- pernamMeHTanus J0CTyna B 31aHUe Y UPexkKICHNUS;

- periaMeHTanus J0Nycka paOOTHIUKOB K MCIOJIB30BAHUIO HHPOPMALIMOHHBIX PECYPCOB;

- aHaJIM3 TpeOOBAaHUH K 3JIEMEHTaM CHCTEMBbl Ha OCHOBE 3asBOK IOJIb30BaTeNIel Ha 0OCTyKUBaHHUE U
MOTU(UKAIIIO aNIAPaTHBIX U TPOTPAMMHBIX PECYPCOB;

- o0ecrieueHHEe M KOHTPOJb (U3MUECKOW IEIOCTHOCTH (HEM3MEHHOCTH KOH(HUIypaluu) CpelicTB
BBIYUCIIUTENILHOW TEXHUKH;

- 0OyueHHe MoJb30BaTeNe; AeITeNbHOCTh 0 00eceyeHnIo MH(OpMaIIMOHHON 0e301acHOCTH;

- ycioBuss  00paboTkM  MHGOPMALMOHHBIX  PECypcoB  KOHQUACHIMAIBLHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HApYIIEHUS YCTAaHOBJIEHHOIO TMOPSJIKa I0JIb30BaHUS HH(POPMAIMOHHBIMU
pecypcaMu Y UpeKICHHUS.

6.1.4. ®usnueckue Mepsl odecredeHnss THPOPMALMOHHOM Oe30MacHOCTH.

®dusndeckue Mepel oOecrieueHuss MHGOPMAIMOHHONW O€30MacHOCTH OCHOBAaHBI HAa MPUMEHEHUH
MEXaHHYECKHUX,  OJJEKTPOHHBIX MM  DJIEKTPOHHO-MEXaHMYECKHMX  YCTPOMCTB,  CIEIHAIbHO
MpeIHa3HAuYeHHBIX U CO3JaHMsI (PU3NIECKUX MPETATCTBHIA Ha BO3MOXKHBIX IYTAX MTPOHUKHOBEHUS U
J0CTyNa MOTEHUUAIbHBIX HApYIIUTENEH K 3JeMEeHTaM HH(OPMAIMOHHBIX CHUCTEM M 3alUIaeMOMN
uHpopMalnu.

6.1.5. Texaudyeckue Mepsl obecrnedueHust THHOPMAITMOHHONW 0€301TacCHOCTH.

TexHuueckue (ammapaTHO-IPOTpaMMHBIE) Mepbl oOecredeHus: MHPOPMAIMOHHONW 0e30MacHOCTH
OCHOBAHBI Ha WCIIOJIb30BAaHUH DJIEKTPOHHBIX YCTPOMCTB M CIEIUANBHBIX MPOTPAMM H BBIITOIHSIONIHX
(caMOCTOSITEIPHO WIJIM B KOMIUIEKCE C JPYTMMHU CpelCcTBaMM) (GYHKIMU 3alIUTHl (MICHTU(DUKALUIO U
ayTeHTH(UKALMIO TIOJIb30BATENICH, pa3rpaHHuYeHHE JOCTyIa K pecypcaMm, PErncTpanuio COOBITHH,
KpUNTOTpaguueckoe 3aKkpbITHE HH(DOPMAINHN).

VIl. Oco6ennocTH 00padoTKH HH(POPMALUH, coAepKALLel MepPCOHAIbHbIE JaHHbIe.

7.1. Bce nepcoHanbHbIE JaHHBIE CYObEKTa YUpexAeHUs CleayeT NoayyaTb y Hero caMoro (s



oOyJaroruxcsi YUpeKJIeHUss OT POJIWTENeH — 3aKOHHBIX TMpeacTtaBuTenei). Eciam mepcoHanbHbBIE
JaHHBIE BO3MOXKHO IIOJIYYUTh TOJIBKO Yy TPEThEH CTOPOHBI, TO CYOBEKT MEPCOHAIBHBIX IaHHBIX
JIOJKEH OBITh YBEIOMJIEH 00 3TOM 3apaHee U OT HEro JOJKHO ObITh MOJYyYeHO MUChMEHHOE COTIacue.

JlomkHOCTHOE TUI0 YUPEKICHUS JODKHO COOOLTUTH CyOBEKTY MEPCOHANBHBIX IaHHBIX O LEJX,
MpeIoiaraeMblX HCTOYHHUKAX U CIIOco0ax MOTY4YeHHsI IEPCOHATBHBIX JaHHBIX, a TAK)XKE O XapaKkTepe
nojnexamux nosydenuto [1/] v nocneacTBusx oTkasa JaTh NMCbMEHHOE COTJIACUE HA UX TOJYyUYEHHE.

7.2. YupexaeHue He MMEET MpaBa MoJydyaThb U 00pabaThIBaTh JaHHbIE CyOBEKTa MEPCOHATBHBIX
JAHHBIX O €r0 pacoBOM, HALIMOHAIBHOMN MPUHAJIEKHOCTH, TIOJTUTUYECKUX B3IJIAaX, PEITUTHO3HBIX
i Guitocoekux yoexAeHUIX, COCTOSIHUM 3/10POBbs, YaCTHOH >kHU3HH. B ciyyasx, HemocpeacTBEHHO
CBA3aHHBIX C BOIIPOCAMH TPYAOBBIX OTHOLLIEHUM, B COOTBETCTBUU €O CT. 24 Konctutyuuu Poccuiickoit
@enepanun paboToAaTeNb BIpaBe MOIy4aTh U 00pabaThIBaTh JaHHBIC O YACTHOM JKM3HU PabOTHHUKA
TOJIBKO C €r0 MHUCbMEHHOTO COTJIACHSl.

7.3. CyOBeKT MepcOHaJIbHBIX JAaHHBIX CAMOCTOSTENBHO NMPUHUMAET PEIICHUE O MPENIOCTaBICHUN
CBOMX MEPCOHAIBHBIX JaHHBIX U AA€T coriacue Ha UX o0paboTKy.

7.4. OOpaboTKa yKa3aHHBIX JaHHBIX BO3MOXKHa 0€3 €ro corjacusi B COOTBETCTBHH CO CT.0
®enepanbHbiM 3akOHOM OT 27.07.2006 Nel152 «O nepcoHanbHbIX JaHHBIX.

7.5. Cornacue Ha 00pabOTKY MEPCOHATBHBIX TAaHHBIX O(OpMIIsIeTCsl B MUCbMEHHOM BHJIE.

7.6. IlucbMeHHOe coriacue Ha 0OpabOTKY CBOHMX IEPCOHANBHBIX JIAHHBIX JIOJDKHO BKJIIOYATH B

ceOst:
- amunuio, UM, OTYECTBO, a/IpeC CYObEKTa MEPCOHATBHBIX JaHHBIX, HOMEP OCHOBHOTO JIOKYMEHTAa,
YIOCTOBEPSIOLIErO €ro JIMYHOCTb, CBEIEHUS O JIaTe BbIAAYM YKAa3aHHOI'O JOKYMEHTa U BbIJABIIEM €0
oprane; HauMeHoBaHHE ((aMIUINIO, UMS, OTYECTBO) U AApPEC OlepaTopa, MOJYYalolero corjiacue
CyObeKTa NMepCOHATBHBIX JAaHHBIX; LIEIb 00paObOTKH MEPCOHAIBHBIX JaHHBIX; TIEPEUYEHb NEPCOHATBHBIX
TaHHBIX, HA 00pabOTKYy KOTOPBIX JaeTcs corjacue CyObeKTa MEepCOHANBHBIX JaHHBIX; MEpPEeYeHb
NEHCTBUIM C NMEPCOHAIBbHBIX JIAaHHBIX HAa COBEPILEHUE KOTOPBIX J1AaeTCsl corjacue, odlee OmucaHue
HCIOJIb3YEMBIX OTEepaTOPOM CHOCOO0B 00paOdOTKH MEPCOHANBHBIX JaHHBIX; CPOK, B TEUEHUE KOTOPOTO
NEICTBYET corlacue, a TaKKe MOPSAJ0K €ro OT3bIBa.

7.7. Cornacue Ha 00pabOTKY MEPCOHAIBHBIX JaHHBIX MOKET OBITh OTO3BaHO CYOBEKTOM
MIEPCOHANBHBIX JAHHBIX 110 MMCbMEHHOMY 3alpoCy Ha UMsI TUPEKTOpa Y UpeKIeHUS.

7.8. CyODbeKT nmepCoHaIbHBIX IaHHBIX MMEET MPaBoO Ha MOTyYEHUE CIeAYIoel HHPpOopMaIin:

- CBEJICHUS O JIMLAX, KOTOPhIE UMEIOT JIOCTYI K NEPCOHAIBHBIM JaHHBIM WU KOTOPBIM MOXET OBITh
MPEIOCTaBIIEH TAaKOW JOCTYII; MepeuyeHb 00padaThIBAEMbIX MEPCOHANBHBIX JAHHBIX M HCTOYHUK UX
MOJIYYEHUST; CPOKH 00paOOTKH MEPCOHANBHBIX JAaHHBIX, B TOM YHCJIE CPOKH X XPAaHEHMUS;

- CBEJIEHHUS O TOM, KaKHe FOPUIUYECKHE TOCIEACTBUS ISl CYObEKTa MEePCOHATBHBIX JAHHBIX MOXKET
MOBJIEYH 32 000 00pabOTKa €ro NepPCOHAIbHBIX JaHHBIX.

7.9. CyObekT mepcoHaNbHBIX [aHHBIX BIpaBe TpPeOOBaTh OT oOmepaTopa YTOYHEHHs] CBOHMX
MIEPCOHANBHBIX JIaHHBIX, UX OJIOKUPOBAHUS UM YHUUYTOKEHUS B CIIy4yae, €Clid MEePCOHAIbHBIX JaHHbBIX
SIBJISIFOTCA  HETMIOJIHBIMU, ~ YCTapeBIIMMH, HEIOCTOBEPHBIMU, HE3aKOHHO IOJIYYEHHbIMH WJIM HE
SIBJISIFOTCS. HEOOXOIUMBIMHU JIJTS 3asIBJISHHOM 11eJTh 00paboTKH.

7.10. CBenmeHuss O TEpPCOHANBHBIX JIAHHBIX JOJKHBI  OBITh  MPEOCTAaBIEHBl CYyOBEKTY
MEPCOHANBHBIX JAHHBIX ONEPAaTOpPOM B JOCTYMHOH (QopMe, U B HUX HE JOJKHBI COAEPKAThCS B
MEePCOHANBHBIX JAHHBIX, OTHOCAIIUECS K APYTUM CYObEKTaM MEePCOHATbHBIX JTaHHBIX.

7.11. JlocTynm K CBOMM IHE€pPCOHANBHBIM JaHHBIM  IPEJOCTaBISAETCS CYOBEKTY NEpCOHAIbHBIX
JAQHHBIX WJIM €r0 3aKOHHOMY IPEACTABUTENIO ONEPaTOpOM IPH MOJYYEHHMH MUCBMEHHOTO 3ampoca
cyObeKTa MepcoHaIbHBIX JaHHBIX WM €ro 3aKOHHOIO IpeacTaBuTens. [IMcbMeHHBIN 3anpoc JOmKeH
OBITh aIPECOBAH HA UM TUPEKTOpa YUPEXKIECHUS WIN YIIOJTHOMOUYEHHOTO PYKOBOIUTENIEM JIUIIO.

7.12. CyObekT B mpaBe 0OXaJoBaTh B YIOJHOMOYEHHBIH OpraH MO 3allUTe IMpaB CyObEKTOB
MEePCOHANBHBIX JaHHBIX WM B CyJeOHOM TMOpSAKE HEMpaBOMEpHBbIC ACUCTBUA WIH O€3AeicTBUA
MEePCOHANBHBIX JaHHBIX JOJDKHOCTHBIX JIUI[ YupexaeHus mpu oO0paboTke U 3alluTe €ro
MEePCOHANBHBIX TAHHBIX.

VIIl. O6s13aHHOCTH U MPaBa J0JKHOCTHBIX JIHII.

8.1. pykoBomuTens YUpPEKICHHS OpraHU3yeT padoTy TIO TIOCTPOSHHIO CHCTEMBI 3aIlUTHI
nH(pOPMAIMOHHO cucTeMbl. B yactHOCTH:



- Ha3HayaeT OTBETCTBEHHOTO 3a OpraHM3alMio 3alluThl MHGOPMAlMU M3 4YHCIa COTPYAHHUKOB
Yupexnenus,;
- YTBEPKIAaeT KPYT JIMI, UMEIOIUX JOCTYI K 3alIMIaeMoi HHOOpPMALIUK U TOPSAOK UX pabOThI;
- YTBEPXIACT KOMIUIEKT JOKYMEHTOB, OIPEACNSIONIMX IOJUTUKY B OTHOILIEHWU  3aIUTHI
uHpoOpMallUd B YUPEXKIEHUH, a TaKKe JIOKaJIbHbIE aKThl, YCTAHABIIMBAIOIIUX MPOIEIYpPHI,
HANpPABJIEHHBIE HA MTPEJOTBPALLICHUE U BBISIBIICHUE HAPYLICHUN 3aKOHOaTenbCcTBa POD.

8.2. OTBETCTBEHHBIH 3a 3aUTY HHGOPMAITUH:
- pa3pabaThlBa€T OPraHMW3allMOHHO-PACIIOPSAUTENbHBIE JIOKYMEHTBI 110 BOIPOCaM  3alllUThI
nHpopManuu rmpu e€ 06padboTKe ¢ MOMOIIBI0 HHOOPMAITMOHHOM CHCTEMBI;
- KOHTPOJUPYET UCIOJHEHNUE MPUKA30B U PACIOPSIKEHUI BBIIIECTOAUIMX OpPraHU3aluid Mo BOIPOCaM
obecriedeHus: 6€30MaCHOCTH HH(POPMALINY;
- obecrieynBaeT 3alUTy HHPOPMAINK, HUPKYIUpPYIOLIei Ha 00beKkTax HHPOpMaTH3ALUY;
- MPOBOJUT CHUCTEMATHUYECKUU KOHTPOJIb PabOTHI CHCTEM 3alIMThl MH()OpPMAIMH, MPUMECHICMBIX B
MH(OPMALIMOHHON CHUCTEME, a TAK)KE 3a BBIMOJHEHHEM KOMILIEKCa OPraHU3allMOHHBIX MEPOIPHUSITHIA
o obecrieueHuno 0€30MacHOCTH HH(OPMAITHIH;
- IPOBOJUT UHCTPYKTAX MOJIb30BaTeNe HH(OPMALIMOHHON CUCTEMBI;
- KOHTPOJIUPYET BBHITIOJHEHUE aJMHHUCTPATOPOM HWH(OPMAIMOHHONW CHUCTEMBI OOS3aHHOCTEH TIO
obecrniedyeHr0 (YHKIIMOHUPOBAHMS CHUCTEM 3alUThl HHQOpMAnuu (HACTPOIlKa M COMPOBOXKACHUE
MIOJICUCTEMBI YIPABIEHUS JOCTYIIOM IOJb30BaTeNsl K 3alMIIAeMblM HH()OPMALIMOHHBIM pecypcam
MH(OPMALIMOHHON CUCTEMBbI, aHTUBUPYCHAs 3alllMTa, pe3ePBHOE KOMMPOBAHNUE JAHHBIX U T.J.);
- KOHTPOJHMPYET TOPSAAOK yduéTa M XpaHCHUS MAINIUHHBIX HOCUTENEH KOHQPUIACHIIMATHLHOU
nHpopManuu;
- ydacTByeT B paboTax IO BHECEHHMIO W3MEHEHUW B ammapaTHO-NPOTPAMMHYIO KOH(MUTYpalUio
MH(OPMALIMOHHON CUCTEMBI;
- OIpenesieT MOPSAOK M OCYLIECTBISIET KOHTPOJIb PEMOHTA CPEJICTB BBIYUCIUTEIbHONW TEXHUKH,
BXOJIAIIMX B COCTaB HH(OPMALIMOHHON CUCTEMBIL;
- MPUHUMAET MEPHI MO ONEPATHUBHOMY HM3MEHEHMIO IMApOJIEH MPH YBOJBHEHUU WM TEpPEMENICHUU
COTPYIHUKOB, HIMEBIIUX JTOMYCK K HHPOPMAIIMOHHOU CUCTEME;
- TpeOyeT yCTpaHCHHMSI BBISIBIICHHBIX HAPYIICHUA W HEJIOCTATKOB, JacT 00sI3aTebHbBIC JISI HCTIOTHCHHUS
yKa3aHHus M0 BOIIPOcaM 00ecreueHus MOJI0KEHUH HHCTPYKIUH 1O 3a1uTe HHpOopMaImu;
- TpeOyeT oT paOOTHHUKOB IMPEICTABICHUS MUCHMEHHBIX OOBSICHEHHI 1O (DaKTaM HAPYIICHUS peKUMa
KOH(UIEHIINATEHOCTH;
- B CJIly4ae BBISBJICHHS TOIBITOK HECAHKIIMOHUPOBAHHOTO JOCTyNa K WH(GOPMAIUU WJIM TIOIMBITOK
XUIICHUS, KONMUPOBAHMS, W3MEHEHHUs, HE3aMEJIUTEIbHO MPUHUMAET MEpbl TNPECEUCHUs U
JIOKJIaJIbIBAE€T PYKOBOAUTENIO Y UPEXKICHUS,
- 00 WMEWIUXCS HEAOCTaTKaX | BBHIIBICHHBIX HApYyIIEHUSX TpeOOBaHMI HOPMATUBHBIX U
PYKOBOJSIIMX JOKYMEHTOB IO 3amuTe WHGOpPMAIMU, a TakKe B YCTAHOBJEHHBIE CPOKH
MOATOTABIMBAET HEOOXOAMMYIO OTUYETHYIO JOKYMEHTAllMI0 O COCTOSHHM paboT MO 3aluTe
nH(pOpMaLIHH.

8.3. HecooTBeTcTBHE MEp yCTaHOBJICHHBIM TPEOOBaHUSAM WM HOPMaM MO 3aliuTe MH(OpMAIHH,
SIBJISIETCS] HAPYIICHUEM U BJICYET aJMUHUCTPATUBHOE HAaKa3aHUE OTBETCTBEHHBIX JIUI[ B COOTBETCTBUU
C 3aKOHOJATENBCTBOM PO.

IX. 3akaounrebHbIE HOJI0KEHUS.

9.1. IonoxeHne BCTyNaeT B CHITy C MOMEHTA €T0 YTBEPIKICHHSL.

9.2. TlonoxeHue SBIAETCS  JIOKAJBHBIM AaKTOM 00pa3oBaTelnbHOTO YupexaeHus. Brecenue
W3MEHEHUH U A0NoIHEeHUH B [1os10KeHne 0CyecTBIsAETCS B MMOPSAKE €ro MPUHATHS.

9.3. Hacrosimee IlomokeHne MOXET OBITh M3MEHEHO (JIOMOJHEHO) JIOKAJbHBIM —aKTOM
00pa30BaTeNbHOr0 YUpeKICHHUS.
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